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Proliferation of data-enabled mobile devices has fueled the popularity of smartphone applications (apps)
at a rapid pace, and the trend is likely to continue for the foreseeable future. Along with the increase in
popularity, the characteristics and concept of paid apps and free apps is also changing. In general, paid
smartphone apps generate their revenue simply from the cost of downloading the app. On the other hand,
free apps rely on advertisements, and/or virtual currencies, for their revenue generation. There are several
variants of these generalized approaches. In this work, we focus on identifying the overhead traffic that is
generated by the free apps with respect to the paid apps. The overhead traffic is not associated with the
operation of the app itself and thus should not impact the usage experience of the apps. Specifically, we
consider advertisements, and the transmission of analytic data, as the main components of overhead traffic.
With the gradual disappearance of unlimited data plans, the overhead traffic does not come for free. The
goal of this paper is quantify the cost of the overhead traffic of the popular free apps and compare it with
the paid apps. We have developed an intricate methodology for identifying and measuring the bandwidth
requirements of the overheads associated with the free apps. Through comprehensive measurements, we
have shown that in most cases, the paid versions of the apps will indeed be a fraction of the cost to the end
users when compared to the actual cost of the free versions.

I. Introduction

The past few years have witnessed a tremendous in-
crease in mobile data usage. With the advent of smart-
phone devices, and availability of a variety of data
usage plans from cellular carriers, mobile users have
driven data usage to unprecedented levels [14]. Ac-
cording to [19], the average smartphone data usage in-
creased by a factor of 89% from the year 2010 to 2011.
In the latest mobile data traffic forecast by Cisco [14],
it was noted that while smartphones accounted for
only 12% of the total devices globally, their data us-
age accounted for about 82% of the global mobile data
traffic. The increase in the popularity of smartphones
has also led to the propulsion of smartphone appli-
cations, popularly knows as smartphone apps, and
associated application (app) stores (Android Market,
Apple App Store and others). These apps have re-
placed the traditional browser-based access to most of
the common applications and services accessed by In-
ternet users. The Android Market grew at a rate of
one billion application downloads a month in the sec-
ond half of 2011 [13], while the Apple App Store has
passed twenty-five billion app downloads since its in-
ception [8]. According to some reports! [24], users are
now spending more time on smartphone apps than on
smartphone browsing. These statistics clearly reflect
the growing popularity of smartphone apps amongst
mobile data users.

Several previous studies have focussed on ana-
lyzing smartphone data traffic on cellular networks
[15, 21, 22, 29]. These studies have led to some inter-
esting findings regarding the behavior of mobile users
in general, and smartphone apps in particular. How-
ever, a missing component from these studies has been
the aspect of overhead traffic generated by these apps,
and its impact on the end user. We define overheads
in this context as the portion of smartphone app traf-
fic that is not an integral part of the smartphone app
data itself. As part of our study, we identify two pri-
mary classes of overhead traffic, i) advertisements or
ads, and ii) analytics. Ad traffic pertains to the data
that belongs to the text, image, audio, or video-based
ads that are displayed or played when the smartphone
app is being used (Figure 2). Analytics refers to the
portion of smartphone app traffic that is transmitted
to a third-party server specifically for the purpose of
collecting data that can be used to analyze app pop-
ularity or user behavior. We contend that neither of
these classes of traffic is absolutely required for the
functioning or use of the associated smartphone app,
and hence we classify this traffic as overhead.

This overhead traffic will impact the mobile users
by increasing their total monthly data usage. Unlim-
ited data plans are no longer the norm, with most car-
riers moving towards tiered data plans [11], wherein
mobile users are allowed a fixed amount of data usage.
Given the high fees for overages, most users would
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want to avoid crossing their monthly data allowance.
In fact, several apps are available for the very purpose
of tracking mobile data usage on smartphones [23].
However, while the data usage caused by the applica-
tions is expected by the user, the associated overhead
traffic may not be accounted for. Further, this over-
head traffic will also consume network resources. Pre-
vious studies [28] have shown how the periodic trans-
mission of ad or analytic traffic results in increased
battery usage for the user, and increased control sig-
naling over the network. Therefore, it is essential to
quantify the amount of overhead traffic being gener-
ated by smartphone apps, both from the perspective
of the end user, as well as the cellular network.

As part of this work, we make the following contri-
butions towards achieving this goal:

• We tested several smartphone apps and collected
detailed packet traces. By analyzing this data,
we were able to identify the actual app traffic
and differentiate it from the overhead traffic. We
tested various cases, such as when the app is be-
ing actively used, versus when the app is left run-
ning in the background.

• We compared different versions of smartphone
apps (free versus paid) in terms of how much
overhead traffic they generate. We further com-
pared the overhead traffic across devices with
different mobile operating systems (iOS and An-
droid).

• By analyzing the temporal nature of overhead
traffic, we identify how ad and analytic traffic
is transmitted over the network, to and from the
mobile device.

• We also identify the major content providers that
generate the ad traffic, and the primary web-sites
that are collecting the analytics traffic.

• Finally, we quantify the cost of the additional
traffic that is incurred by the free apps against the
price of the paid version of the apps (which were
observed to not generate much overhead traffic).
Our detailed measurements show that the actual
cost of some of the popular free apps is about
48% − 1299% higher, given a limited use for a
month, than their paid counterparts.

The rest of the paper is organized as follows. The
related work is discussed in Section II. We describe
the data collection methodology in Section III. The
Application Overhead Identifier (AOI) module is pre-
sented in Section IV. The measurement results and

analysis are presented in Section V. We discuss the
real cost of the free apps in Section VI, followed by
the conclusion (Section VII).

II. Related Work

Prior works have investigated several related aspects
such as usage behavior of smartphone apps, energy
consumption, signaling overheads, and security and
privacy concerns. According to [22], 77% of the top
free apps were implanted with at least one third-party
ad library that downloads real-time ads. In [17], the
authors disassembled the byte code of the Android
apps and identified 100 representative third-party ad
libraries implanted in the free apps. It was shown that
the top 5 most popular ad libraries among app devel-
opers are admob, google.ads, flurry, google.analytics
and millennial media. While the library-level profil-
ing reveals the existence of ads, these works did not
quantify the amount of overheads generated by differ-
ent apps, which may contain various number of ad and
analytic libraries with different settings. Furthermore,
from our experiments, we also found that some apps
contain ads or analytic code not just from third-party
libraries, but from app-developers themselves. For ex-
ample, a portion of the overheads in Angry Birds(Rio)
app comes from the developer (Rovio) web-site di-
rectly.

Another recent work [20] analyzed the key fea-
tures of mobile advertisement delivery by capturing
all the traffic on a rooted Android phone. The authors
designed an Advertisement Cache Manager compo-
nent (CAMEO) that utilizes users’ context to predict
and cache the advertisements that need to be down-
loaded.However, this work only proposed a design,
without any implementation. Moreover, the effort was
targeted on improving the ads delivery efficiency for
free Android apps only, and hence the authors only
profiled a set of specifically targeted third-party ad li-
braries, and excluded all other kinds of overhead (ads
implanted without using third-party libraries and an-
alytic overhead). Our study reveals that the ads an-
alyzed in [20] are only a component of the overall
overhead traffic. In addition, our experiments are not
limited to rooted or jailbroken devices.

Efforts in [25–28] focus on profiling the energy
consumed by smartphone apps. Pathak et al. im-
plemented eprof, a software tool that can estimate the
power consumption of apps on Android and Window
Mobile phones, by tracing the system calls. The au-
thors revealed that 65% − 75% of the energy of free
apps was spent in third-party advertisement modules.
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Another study [28] applied a model for Radio Re-
source Control (RRC) state to estimate the power con-
sumption on 3G radios of Android phones. The re-
sults showed that Google Mobile Ad, AdMob, and
Mobclix, introduce 3 J/min, 5.7 J/min, and 23.2 J/min
of extra energy consumption respectively, on radio
transmission and receiving. In [29], a comprehensive
overview of the app usage behavior is depicted at a na-
tional level by using anonymous network traces. The
authors show how apps in the same genre share simi-
lar geographic coverage, access time, and set of users.
It is also shown that each category of smartphone apps
follows its own unique temporal pattern. For example,
entertainment apps are used more frequently at night
than at daytime.

Some previous works have also focussed on pri-
vacy issues involved with smartphone app traffic, by
analyzing the content of the data sent, instead of the
amount of overheads generated. For example, Horny-
ack et al. [18] measured 110 Android applications and
presented a series of statistical results on the viola-
tion of the Android permissions. According to their
study, the top five most wanted information items by
the ad/analytic hosts are the unique phone ID (IMEI
number), location, contact list, camera information,
and user’s online accounts. In [17], authors identified
the information sent by popular ad libraries. For ex-
ample, “google.ads”collected users’ location data and
the IMEI number of the smartphones.

In our current work, we take a step back and try to
answer the question as to what type of overheads are
generated by smartphone apps, by providing a classifi-
cation of overhead traffic. Furthermore, our study pro-
vides a methodology to accurately quantify the over-
head traffic related to smartphone apps. Unlike previ-
ous works, we use our results to predict the true cost
of free apps, as compared to paid apps. Lastly, our
methodology is based on collecting passive measure-
ments, and does not involve any software to be in-
stalled on the mobile devices, or rooting or jailbreak-
ing them.

III. Data Collection

The primary goal of the proposed study is to mea-
sure and quantify the network traffic generated by the
smartphone apps. These network traffic depends on
the app program, the operating system , the content
and the device characteristics. It will not depend on
the access media. The amount of traffic that apps
(with same operations and same dynamic contents)
would generate would be independent of their connec-

tivity to WiFi or cellular. Because of the proprietary
nature of cellular connectivity, all of our measure-
ments are based on WiFi connectivity. Without the
loss of generality, the same trend would be observed
in the cases with cellular connectivity. In this section,
we first describe the smartphone apps that we tested,
followed by our testing and data collection methodol-
ogy.

III.A. Application Selection

We performed a comprehensive study of the statis-
tics and popularity of the apps available on the iOS
and Android app stores. The statistics showed that
the 5 most popular app categories are: entertainment,
games, education, tools and lifestyle [9] [1]. We then
selected a total of 10 popular apps from these 5 cat-
egories. All the selected apps have been downloaded
over 250, 000 times and have a rating of 4 out of 5 as
of January 2012 [2] [3]. The names of apps are listed
in Table 1. To get a comprehensive view of the be-

Categories Apps Icons

Entertainment Pandora, Words With Friends ,

Games Angry Birds (Rio), Fruit Ninjia ,

Education Dictionary.com, Merriam-Webster ,

Tools Beat The Traffic, Instant Heart Rate ,

Lifestyle Allrecipes Dinner, Flight View ,

Table 1: List of selected apps

havior of these apps, we selected both the free and the
paid versions of the apps, except for the case where
only one version of the app was available (for exam-
ple, Pandora). Our goal was to identify if there exist
any differences in the overheads generated by the paid
apps versus their free versions.

III.B. Experimental Setup

Our experimental setup consists of an Apple iPhone
4, a Samsung EXHIBIT II phone (Android device), a
Dell E5400 laptop, and a Cisco WRT310N wireless
router. The hardware and OS details for the smart-
phone devices are listed in Table 2. The laptop was
equipped with an Intel Link 5100 Wi-Fi card, which
supports 802.11 a/g/n. The operating system on the
laptop was Fedora 16 (Verne) with Linux kernel 3.2.6.

Figure 1 shows our network topology. The Cisco
wireless router was configured in access point (AP)
mode and also acted as the gateway to the Internet.
The smartphones were configured as Wi-Fi clients
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that can attach to the Cisco AP. We created a net-
work monitor by setting the Wi-Fi card of the laptop
in monitor mode. We also had tcpdump running on the
laptop (hereafter referred to as the monitor) in order to
collect packet traces. Using tcpdump, we can capture
all the 802.11 packets on the wireless channel that are
exchanged between the smartphone devices and the
wireless AP. These packet traces are written to a file
for later analysis. The whole network was set to be
unencrypted, so that the captured packets can be de-
coded and analyzed on any machine even without the
encryption keys. All our experiments were conducted
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Figure 1: Network setup for smartphone data capture.

using the 802.11 Wi-Fi radio technology. In order to
avoid any unexpected radio switching between Wi-Fi
and cellular radio on the smartphone devices, we dis-
abled cellular data access on the phones.

iPhone 4 Samsung EXHIBIT II
OS iOS 5.0.1 Android 2.3.5
CPU ARM Cortex-A8 Snapdragon 1GHz
GPU PowerVR SGX 535 Areno 205
RAM 512M eDDR 512M mDDR
WiFi 802.11 b/g/n 802.11 b/g/n

Table 2: Hardware and OS details for test devices.

III.C. Packet Capture

We observed that both the iPhone and Android device
support multi-tasking, wherein multiple apps can run
at the same time in the background and generate traf-
fic. While testing the apps, we wanted to make sure
that the packets we are capturing are being generated
only from that app. We used the following steps to en-
sure that no traffic was being generated by these apps
that may run in the background. First, we uninstalled
as many apps as possible from each of the devices,

leaving only the app to be tested. Secondly, we turned
off all the background services by using the task man-
agement feature. On the iPhone device, iOS 5 has
its own task manager for killing unwanted apps. For
the Android device, we used a well-known task man-
ager app called ”Advanced Task Killer”, available on
the Android market. Without any apps running, the
monitor is tuned to listen to the smartphones traffic
to record the data being transmitted to and from the
smartphones. The protocol packets are put in a set
Pprotocol.

(a) Active (b) Inactive

Figure 2: Example of app states for Dictionary.com
app

Each selected app was tested in two modes: active
and inactive. An app is considered to be in the ac-
tive state when it is actually being used. On the other
hand, if the app is not killed and is running in the back-
ground, it is termed as being inactive. An example of
the active and the inactive states is shown in Fig. 2.
To guarantee a fair comparison, we have the free and
the paid versions of the apps perform the same tasks
in these 10 minutes on both phones, although the paid
versions usually have more functions than the free ver-
sions.

For each run of the experiment, we capture the
packets for 10 minutes using Tcpdump. The reason
why a longer period (e.g. 1 hour) is not chosen for
each run is that some apps will not function normally
and will request to be re-activated if they have been in
inactive statues for a certain buteriod of time. For ex-
ample, we observe that Pandora stops playing music
and pops up a window to ask “Are you still listening?”
at about 796 seconds after becoming inactive.
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IV. Application Overhead Identifica-
tion
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Figure 3: Flow Chart for Application Overhead Iden-
tifier (AOI) module

Using the defined methodology, we tested all the
selected apps and captured hundreds of packet traces.
The most challenging part of our methodology was to
quantify the overhead bytes for each application, since
the overhead packets are integrated with the normal
app data traffic, the protocol traffic, and other network
traffic in the same capture file. In order to achieve
this, we developed an Application Overhead Identi-
fier (AOI) module in Python. Figure 3 shows the flow
chart describing the functionality of the AOI module.

Our AOI module first filters all the protocol packets
such as IEEE 802.11 probing packets, network broad-
cast packets, and DHCP packets, using the list created
in Section III.C to populate Pprotocols. The protocol
packets can be easily filtered from the capture files by
matching the destination IP addresses, the MAC ad-
dresses of the hosts, and the protocol headers.

Following this, the AOI module resolves the IP ad-
dresses of the remaining packets to their correspond-
ing host names, such as amazon.com, google.com
and others. Apart from the network name resolution
feature in WireShark, AOI also uses the WHOIS [4]
databse and the IP address lookup functionality pro-
vided by DNSstuff [5] to resolve the IP addresses.
Since each web host may allocate multiple servers
to better handle the service requests, we combine
the counts of the packets if they have the same
host names. For example, all the IP addresses

in the range “17.154.66.0” and “17.154.66.255” be-
long to “iadsdk.apple.com”, which is Apple’s mo-
bile advertisement service [6]. So the traffic from/to
“17.154.66.*” range is summed up and marked as
from/to “iadsdk.apple.com”. After this step, we can
already identify a portion of the overhead traffic from
its host names if the packets are from/to the well-
known ad or analytic websites, e.g. Google’s “ad-
mob.com” and “doubleclick.com”. However, the reg-
ular data and the ad content of an app may be stored on
the same host server. For example, “amazonaws.com”
is a popular cloud storage service which hosts any
kinds of data.

The final function of the AOI module is to distin-
guish the normal data traffic from the overhead traf-
fic. Most applications have separate host names or IP
address ranges to serve ad traffic or collect analytics
data, which can be easily identified. However, there is
still a possibility that the data traffic and the overhead
traffic arrive from the same host server. To solve this
problem, we compare the packets captured in the paid
version and the free version of the same application.
Since the paid apps are observed to communicate with
a very limited number of IP addresses (e.g. 0 for An-
gry Birds (rio) (iPhone) and 3 for Words With Friends
(Android)), we are able to trace the content of the
packets manually for all the paid apps. Suprisingly,
we found the paid apps also include some elements of
analytics, but the amount is almost negelectable. The
manual measurment results are presented in the Fig. 4
and Fig. 5 in Sec. V together with other related results.
By observing that the paid apps have little or no over-
head, we assume that the traffic captured from the paid
version of an app is absolutely required for the opera-
tion of the app. By filtering out these packets from the
packet trace of the free app, we can completely and
accurately identify all overhead traffic.

V. Data Comparison And Analysis

V.A. Assumptions and Invariances

For the purpose of our analysis, we only consider the
overheads generated by a smartphone app after the ini-
tialization part is over. Initialization refers to the ini-
tial period when the app is being started and loaded.
For example, Apple’s iOS often actives its ”game cen-
ter” when the game apps are turned on. We ignore this
time period since the overhead of initialization occurs
only once and may also contain traffic that is required
for the correct initialization of the app. Also, previous
works have studied and commented on the differences
in user behavior with regard to usage of smartphone
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apps [29]. In our study, we do not consider the impact
of user behavior. The scope of our inferences will not
be significantly impacted by user behavior as quanti-
fied in the next section.

To investigate whether the run time of the experi-
ments will affect our results, we tested each selected
app multiple times, over different time periods across
multiple days. Based on our analysis, we found the
results are mostly invariant.We also wanted to study
the impact of different devices, different OSs versions
and a variety of personal settings related to the context
of the apps. We also performed our experiments on
a Nexus S Android phone with similar OS (Android
2.3.6). The results were merely agnostic to the types
of devices and OSs. This is because of the fact that the
overhead traffic was primarily due to the app contents.
We did observe certain degree of variances related to
the personal settings affecting the app contexts. How-
ever, the proportion of traffic variances were not large
enough to impact the overall overhead. Such vari-
ances are depicted in our results.

Further, as part of our analysis, we do not consider
any potential impact that battery usage may have on
the app traffic and overhead traffic. Our test devices
were always connected to a power supply during the
course of the experiments. Lastly, we did not install
any traffic monitoring/policing/blocking apps on the
smartphones.

V.B. Analysis of Overhead Traffic

As mentioned in Section IV, we consider the traffic
generated by the paid apps as actual app traffic, while
the additional traffic generated by the free apps is con-
sidered as overhead traffic. To verify this assumption,
we first study the overhead comparison between paid
and free apps. Figure 4 shows the total overhead bytes
generated by each selected app for the case of iPhone
testing. We tested both the scenarios wherein the app
was either actively being used (active), or it was left
running in the background (inactive). For the active
case, the free versions of the apps generated consider-
able amounts of overhead traffic, with some apps gen-
erating up to 1 MB of overhead traffic within the 10
minutes test duration. Figure 5 shows the same results
for the Android test case. We also observed that sev-
eral of the apps showed varying amounts of overhead
traffic even when they were inactive. It was observed
that even when the apps were left running in the back-
ground, they were still transmitting either analytics
related traffic, or receiving ad traffic, potentially for
displaying when the app becomes active. The over-
heads associated with the paid versions was seen to be

almost negligible as compared to their free counter-
parts.
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(b) iPhone (inactive for 10 minutes)

Figure 4: Comparison of overhead traffic for iPhone
apps: free versus paid.
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(b) Android (inactive for 10 minutes)

Figure 5: Comparison of overhead traffic for Android
apps: free versus paid.
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In Figure 6, we compare the overheads associated
with the free iPhone apps and the free Android apps,
in both the active and inactive states. We did not ob-
serve a definite trend, with iPhone generating more
overheads than Android device for some apps, and
less for others. For the inactive tests, the overheads
were not negligible for some of the apps. For example,
Pandora and Angry Birds apps seem to generate con-
siderable amounts of overhead traffic even when they
are inactive. These additional traffic are attributed to
analytics and ad traffic for potential future displaying.
The overhead traffic during the inactive periods are
significantly higher for Android for Angry Birds and
Fruit Ninja apps when compared to the iPhone. How-
ever, in other applications, such as Dictionary, Beat
The Traffic, and Flight View, the overhead traffic of
iPhone is noticeably higher. We believe that the apps
may receive different ad content and analytic require-
ments from different sources for their iPhone version
and Android version. The overhead traffic for Pan-
dora app was seen to be nearly similar across both the
devices.
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Figure 6: Comparison of overhead traffic for iPhone
versus Android.

V.C. Temporal Analysis of Overhead
Traffic

We next analyzed our results to investigate whether
the overhead traffic generated by the apps exhibits

any pattern over time or not. The apps could either
download all the ad traffic at one time, and then dis-
play them over the course of using the app, or they
could receive ad content in small chunks over a pe-
riod of time. In Figure 7, we depict the cumulative
amount of overhead traffic generated in one minute
time increments, by the top five iPhone apps in terms
of overhead traffic. For the active case, while differ-
ent apps show different rate of increase in overhead
traffic, most of them seem to exhibit close to linear
increase in overhead traffic volume over time. Some
of the apps also seem to be slightly tapering off to-
wards the end of the tests. For the inactive case, the
characteristics were much more distinct. Most of the
apps show minimal, if any, increase in overhead traf-
fic. Only the Angry Birds app seems to be generating
overhead traffic at periodic time intervals, resulting in
a step-wise function.
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Figure 7: Overhead traffic vs Time for iPhone apps.

In Figure 8, we show the results for the time varia-
tion of overhead traffic for top five Android apps. All
the apps do not behave in a similar manner as their
iPhone counterparts. The Angry Birds app shows ag-
gressive overhead traffic growth over time, as opposed
to the case of iPhone test. The Fruit Ninja app seems
to generate nearly similar amounts of traffic, but the
pattern is very different. In the case of iPhone, it ex-
hibits close to a linear increase over time, while in
the case of Android, the app seems to be download-
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ing majority of the overheads in the beginning, with
slow growth over rest of the usage duration. Lastly,
for the inactive case for Android testing, the results
were different from the same case for iPhones. For
example, in the case of iPhone, the Fruit Ninja app
did not generate any traffic when inactive. However,
in the case of Android, it showed similar pattern of
overhead traffic over time as the active Android case,
albeit with lower volume.
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Figure 8: Overhead traffic vs Time for Android apps.

V.D. Source of Overhead Traffic

Our AOI module resolves the IP addresses seen in the
packet traces to their respective owner names. By vis-
iting the homepage and reading the business scope of
the IP owners, we build a database to identify which
ones were sending and receiving overhead (both ad
and analytic) traffic. In Figure 9, we plot the top
sources of overhead traffic by combining the results of
all our testing, from both the iPhone and the Android
devices. Our key observations from this analysis are
as follows:

• The number of web hosts serving ad-related con-
tent is many more than those sending and receiv-
ing analytic traffic.

• As shown in Figure 9(a), when the apps are ac-
tive, the overhead is mainly caused by the ads.

For our experiments, ads contributed 87% of the
total overhead traffic. In contrast, the analytic
traffic is 12.4% more than the ad traffic when the
apps are inactive, as shown in Figure 9(b).

• In both Apple Store and Android App Market,
the term ’app developers’ usually refers to com-
panies which developed the corresponding apps.
By manually comparing the names of the app de-
velopers with the source domains of overhead
traffic, we found that most of the overhead is
from third-party content hosting sites, instead of
the apps developers themselves.

• An interesting phenomenon is that the advertise-
ment platforms belonging to the OS and device
owning companies are not as popular as third-
party mobile advertisements companies. For ex-
ample, Google’s “doubleclick.net” was ranked
at the 4th position while the ranking of Apple’s
“iadsdk.apple.com” was 7.
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Figure 9: Top sources for overhead traffic for 10 se-
lected apps for both iPhone and Android.
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V.E. Dissecting Popular Apps: Case
Studies

In this section, we provide an in-depth view into the
overheads generated by three of the selected apps. Ac-
cording to our measurements, “Words With Friends”
and ”Angry Birds (rio)” have the maximum number of
ad and analytic sponsors among the 10 selected apps
on iPhone and Android respectively. ”Words With
Friends” is considered as a representative social game,
while Angry Birds (rio) is a typical standalone game.
The third app we selected was Pandora, since it is the
only app among the selected ones that delivers audio-
based ads.

Words With Friends is a multi-player social game
developed by Zynga. By comparing the overhead traf-
fic generated by this app on both the iPhone and the
Android devices (Figure 10), we made the following
observations:

• There is no obvious relation between the iPhone
and the Android versions of the same app in
terms of the overheads they generate. The same
app may have different implementations on dif-
ferent platforms. For example, the iPhone ver-
sion of Words With Friends turns off all the TCP
connections for overhead once it becomes inac-
tive, while overhead traffic generated by inactive
Android version can be observed till the end of
the experiment run.

• Some of the overhead traffic is closely related to
the device OS. For example, Apple’s ad platform
(iadsdk.apple.
com) only shows up for iPhone, while Google’s
platform (1e100.net) only appears on Android.
Some other ad platforms are not dependent on
OSs. For example, “doubleclick.com”, which
was purchased by Google in 2007, appears in
both iPhone and Android apps.

In contrast to Words With Friends, Angry Birds
(rio) is a typical standalone game which does not nec-
essarily require network connection to function. It
was launched in March 2011 by Rovio and has been
downloaded more than 10 million times [2, 3]. Due
to its popularity and modest price, it is also listed
among the top 10 paid apps in terms of the number
of downloads [3]. Without a paid version in Android
App Market, the Android version of Angry Birds (rio)
attracted many ad and analytic sponsors. As shown
in Fig. 11, the Android version has 9 ad or analytic
sponsors, while the iPhone version has only 3.

Pandora is an Internet radio app that is used for
streaming music. A special feature of Pandora is
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Figure 10: Case Study: Words With Friends (Free &
Active)
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Figure 11: Case Study: Angry Birds rio (Free & Ac-
tive)

that it has audio ads, while the other selected apps
only have text and image based ads. The results for
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Pandora are shown in Figure 12. Pandora person-
alizes its ads by collecting and sending userś loca-
tion information, which causes uplink overhead traf-
fic. From our results (not shown in the figures), we
found that the uplink overhead of Pandora contributes
about 51% and 44% to the overall overhead traffic
for its iPhone and Android versions respectively. Fur-
thermore, certain types of analytics traffic for Pandora
(such as traffic collected by the mobile analytic site
andomedia.com) seem to be generating heavily from
the iPhone version, but not from the Android version.
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Figure 12: Case Study: Pandora (Free & Active)

VI. Real Cost of Free Apps

Free apps do not cost anything to download and in-
stall. However, the concept of free stops right there.
As we have shown, the additional network bandwidths
consumed by the free apps are substantial. To quantify
the cost of the additional bandwidth, we provide some
empirical estimation of the cost in terms of dollars.

A simple and straightforward way to quantify the
cost of the extra overheads is depicted in Figure 13.
We have considered four apps which have both free
and paid versions. The graph shows the cost of the
monthly overhead generated by the free versions of
these apps. We can observe that most of the apps gen-
erate over 50 Mbytes overhead per month if they are

used for about one hour per day. Note that the cost of
300Mbytes is $20.0 in AT&T and a few other service
plans. As an example for Android users, one hour of
play of Angry Bird (rio) per day would result in an
additional bill of over $13.0 per month. That is much
higher than the cost of the paid version of Angry Bird
(rio) ($0.99). We also list the additional cost of the
other three apps in Table 3.

It is astonishing to note that the cost of these pop-
ular free apps are several hundreds of percentage
higher than their counterpart paid versions, even with
limited usage during a month.
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Figure 13: The Real Cost of The Free Apps

Apps iPhone Android
Dictionary.com 47.8% 102.9%

Angry Birds (Rio) 129.3% 1298.7%

Fruit Ninja 353.9% 448.6%

Flight View 940.9% 305.0%

Table 3: How much more expensive are free versions
(one month) than paid versions?

We want to emphasize as well as clarify that the
cost analysis shown above is empirical and should be
considered in that spirit. The absolute values would
depend on several factors including the usage patterns
and the amount of usage per month. The radio access
WiFi or cellular would obviously play a role in the
cost. The providers service plans and the variations
therein would have a significant impact on the overall
cost. Unlimited service plans are certainly not within
the scope of this study as they are agnostic to the band-
width usage. Multiple free apps and variable usage of
these apps in active and inactive modes would change
the dollar figures significantly. Conservative usage in
cellular access modes, or while nearing the bandwidth
limit would be other factors that would influence the
monthly cost. Newer free apps are evolving and their
business models may increase or decrease these hid-
den costs.
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In addition to the cost in terms of increased monthly
bill for limited data plan users, there are other im-
plied costs involved in free apps for all users. A recent
work [25] by Pathak et al. has shown the fine grain en-
ergy accounting for smartphone apps. Instead of get-
ting into that level of details, we want to highlight the
additional energy consumption by free apps due to the
extra bandwidth usages. Balasubramanian et al. [10]
showed that the transmission of 50KB data consumes
12.5J on 3G radio and 7.6J on WiFi radios, while the
reception of 100KB data costs 15J on 3G and 3J on
WiFi. As shown in Fig. 14, the overhead generated by
most apps consumes over 200J per hour. It should be
noted that in addition to these extra energy consump-
tions, there will be more consumptions related to ad-
ditional processing and other operations, which can be
derived using the methodology presented in [25].
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Figure 14: The Extra Energy Consumption Caused by
Overhead

VII. Conclusion and Future Work

Mobile data usage is increasing at a rapid pace, fu-
eled by both the necessity for users to be always “con-
nected”, and the advent of data-enabled devices. At
present, most cellular companies follow a tiered pric-
ing model wherein users have a fixed monthly quota of
data usage, with high penalties for overages. With the
growing popularity of smartphone devices, more peo-
ple are spending more time using smartphone apps.
As part of our current work, we analyze the traffic
that is generated by these apps, and quantify as to
how much of that traffic can be classified as overhead.
We further classify this overhead traffic as ad traffic
and analytic traffic, and identify the primary sources
of such traffic. By comparing the overheads and the
cost associated with the free and the paid versions of
the apps, we analyze the true cost of using the “free”
smartphone apps.

The experimental platform we built for this work

provides an external measurement approach to study
the behavior of the smartphone apps. For example,
it can be used as an alternative approach to analyze
privacy concerns related to user data being shared by
smartphone apps. Prior works that address privacy is-
sues of smartphone apps, are primarily based on re-
verse engineering techniques that disassemble the bi-
nary code of the apps [12,16,17]. By parsing through
the disassembled code, the researchers were able to
identify the users’ privacy information collected by
the ad/analytic related APIs. However, the authors
commented that this process is extremely challeng-
ing and they were not able to cover 100% of the
branches of the disassembled source code [12, 16],
due to insufficient privileges and the fact that smart-
phone apps usually have multiple main entry points,
as opposed to only one entry point in most PC appli-
cations [7, 12, 16, 17]. Therefore, it is possible that a
portion of the app privacy violation actions remain un-
known. We expect that the external packet capture ap-
proach will be an effective method in identifying pri-
vacy violations, since the users’ privacy information
in the smartphones is mainly sent through the wire-
less radios.
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