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Abstract

The proliferation of personal wireless devices requiresige connection between them. While it
is easy to securely pair electronic devices by wires, it iy @hallenging to pair them wirelessly when
they have no prior association. We propose Good Neighbaoyal scheme that securely pairs nearby
wireless devices by exploiting multiple antennas builtiarh. Our scheme requires neither shared se-
crets nor out-of-band channels (e.g., audio, visual, kaytcetc.) between the pairing devices. It only
requires that the receiver has multiple antennas and tkadeghder can be placed nearby the receiver.
Our scheme is based on the propagation characteristic ofitleéess signal that the power of the re-
ceived signal is inversely proportional to some exponethefistance between the sender and receiver.
When a nearby sender moves very close to one antenna on tierettee receiver can observe a large
difference between the signal strength measured on its tenaas, whereas a faraway sender would
be unable to induce such a large difference. We validateaharse through theoretical analysis and ex-
perimental measurements. We discuss the factors that rfesy afir scheme — including antenna gain,
received signal strength (RSS) saturation, dynamic radgtation, and multipath effects — and how to
mitigate them. Finally, we demonstrate the practicalitpof scheme by implementing and evaluating a
prototype.

1 Introduction

The proliferation of wireless devices requires secure connection bettiiese devices. How to set
up a secure connection between two previously unassociated devitggsean important yet challenging
problem. Most current schemes rely on a common secret to bootstrapctive sennection. However,
creating a strong secret and delivering it to both devices often poabdityschallenges. First, users are
known not to be competent at creating strong secrets. Second, aserslgo through different, and often
laborious and unintuitive, procedures to enter the secret on diffdesites. This mechanism becomes even
more problematic for devices with no keyboard, such as wireless heaephtn this case, manufacturers
often hardcode the secret in the device and print it in the manual. Faititysegasons, manufacturers tend
to choose easy-to-remember secrets, such0as for many bluetooth headphones, which unfortunately
completely defeats the purpose of shared secrets.

Moreover, we often need to set up ad hoc, temporary connectionsdretwarby devices. For example,
two business people wish to exchange contact information via their celeghand a group of tourists wish
to exchange photos in their wireless-capable cameras. We can establishdshioc connections between
unassociated devices easily via wires, but to do so wirelessly is very mhiaige This problem is called
Secure Device Paring

The Wi-Fi Protected SetupWPS) [2] standard fromiVi-Fi Alliance specifies four device pairing meth-
ods. (1) PBC method: the user pushes a hardware or software buttmwitlrodevices; (2) PIN method: the
user reads a PIN from one device and enters it at the other; (3) NE@r @eld Communication) method:
the user brings the devices close enough to allow near field communicatioedretiem (such as RFID



tags); (4) USB method: the user transfers data between the device®iikerga USB flash drive or a USB
cable. Approaches proposed by researchers for secure dewitcgpincluding the above four methods, fall
into two categories: (1) based on out-of-band channels, and (2) baggroximity.

Kobsa, et al. [9] compared device pairing schemes based on outdfdiannels, such as acous-
tic [16, 5], visual [13, 20], and motion [12, 7]. These schemes reaitrer sensors — such as cameras,
microphones, or accelerometers — or peripherals, such as displagghwakds. As wireless capability is
expanding to a wide variety of devices (such as cameras, scannesgrodigital picture frames) that do
not have these sensors or peripherals, the scope of applicability efgbleemes is limited.

Alternatively, device pairing can be based on proximity. In many circumetaribe adversary cannot
come close to the user’s devices (or cannot do so without being dete&teatik Stajano described many
scenarios where the user wishes to pair any devices within proximity [23hgla USB cable is a form of
proximity-based pairing; however, since it requires a cable and USHants on both devices, its appli-
cability is limited. The NFC method in WPS is also a proximity-based method; howeveyulnerable
to attacks using powerful transmitting and receiving antennas. Distano&ling protocols are resilient
to these attacks; however, since they require highly precise clocksu(osecond precision) because elec-
tromagnetic waves propagate over 30cm in 1 nanosecond, they aitablestor many consumer wireless
devices.

We propose a simple yet reliable proximity-based device pairing schemeiby takvantage of multiple
antennas available on many modern wireless devices. Our scheme onhgsatat one of the pairing
devices has at least two antennas (We call the device with multiple antenmasdhesr and the other one
thesender If both devices have multiple antennas, either one can serve as theergc®iur scheme requires
neither shared secrets nor out-of-band channels between the deigelkey insight is that the difference
in the received signal strengths (RSS) on different antennas ondiggecan imply if the sender is nearby.
RSS is inversely proportional to some exponent of the distance betwesarttier and the receiver. When
the user places the sender very close to one antenna on the recaveteiving signal strength on this
antenna would be far greater than that on the other antennas on theere8gi contrast, when the sender
is far from the receiver, it is of similar distance from all the antennas omebeiver and therefore would
be unable to cause a large difference in the RSS values. Although aafaedt@cker can attack the NFC
method by increasing its transmitting power, such an attack has no effeat orethod because transmitting
power does not affect the RSS ratio between different antennas oecttiger.

Since our scheme requires neither sensors nor peripherals, it caplEdao simple wireless devices
like Eye-Fi [1] cards. Our scheme requires that one of the pairing dgvVias at least two antennas. Even
though not all the wireless devices have multiple antennas yet, we expectlenaltignnas to become
widely available soon as wireless devices embracerthkiple-input multiple-outpufMIMO) technology
proposed in IEEE 802.11n to increase their maximum raw data rates.

Although multiple RSS values have been explored for location inference2flQwe are the first, to
the best of our knowledge, to apply it to secure device pairing. Sindealpairing requires a much more
precise estimation of proximity than the previous schemes [10, 24], as th&esttaay come within a
reasonable distance from the user’s wireless device (e.g., at ant &oaye), we need to overcome a series
of challenges (Section 4) in designing our scheme.

2 Proximity detection based on differential RSS

Compared to the difficulty in pairing wireless devices, pairing wireline deugefien straightforward:
by simply plugging one device into the other. This approach is secure agHiadversaries that are phys-
ically distant from the pairing devices. Due to the simplicity of this scheme, oheally wishes to find
a similar mechanism to securely pair wireless devices that are in immediate proximitg.well known
in wireless communication, threceived signal strengtfRSS) depends on the distance between the sender
and receiver. A naive idea would be to infer proximity based on the R&& \wone. However, a far-



away attacker could defeat this naive scheme by sending powerfall $@imduce large RSS values on the
receiver

We can defeat the above attack if the receiver has two antennas thateesure RSS independently.
Most recent laptops, including all the laptops with 802.11n MIMO moduleg hao or more antennas to
take advantage of antenna diversity. Although not all mobile devicesmlyrhave multiple antennas, we
expect multiple antennas to appear on these devices soon as they emétddd @technology to improve
their data rate. Note that our scheme requires only one of the two pairigedevhave multiple antennas
(we call this device theesceiver and the other device tteendey.

Our key observation is that the ratio between the RSS values measured mwlthee antennas on
the receiver is independent of the sending power. However, the riendls on the difference between
the distances between the sender and the two receiving antennas. Whaebg sender can make this
difference large, a faraway sender cannot.

2.1 Theoriesof RSS
2.1.1 Free space propagation model

In the absence of any reflections or multipath, we can model radio wapagation using the free space
propagation model in Equation (1) [18]. The power of the signal at tbeiving antenna is:

A
g (1)

whereG; andGg are the gain of the receiving and sending antenna respectéhthe power at the surface
of the sending antenna, adds the distance between the two antennas.
When we represeii, in dBm
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wherePR; is the power of the signal in dBm at distardieaway from the sender.
2.1.2 Log-normal shadowing model
A more widely used signal propagation model is log-normal shadowing[18]
d
P [dBm :Po—loo(log(d—o)JrXo. 3)

wherePR, is the receiving power at distandg, a is the path loss exponent, aigd is a Gaussian noise
(random variable) with zero mean and standard deviatioriThe path loss exponeiat depends on the
specific propagation environment, i.e., type of construction material, arthi¢eand location within a
building. The values odt range from 1.2 (Waveguide effect) to 8 [14]. In free spaces 2.

2.2 RSSratio

Inferring distance by RSS alone is difficult because of the uncertainty afd X5, especially in a
dynamic environment. However, for device pairing, the influence fronetivdonment is small because the
sender and the receiver are close. We evaluate our hypothesis withsagfeexperiments in Section 4.

The setting of our RSS based proximity inference scheme is shown in FigliteeXeceiver R has two
antennasA; and Ay, separated by a reasonable distahce/Vhen R receives a packet, R reads the RSS



Receiver

Figure 1. Our scheme requires the receiver to be a wireless device wiahsattwo antennas. We use a
laptop equipped with 802.11n MIMO antenna in our prototype system.

values RSS andRSS$) independently o\, andA,, respectively. Since RSS is a value in dBiwe term
the difference between two RSS value RS$ — RS$ asRSS ratio
We assume that theS$ andRS$ values follow the Log-normal shadowing model. For clarity, we let
RS$ andRS$ denote the average of sufficient number of RSS measurements sty tbah be removed.
Therefore, the RSS ratioobserved at the receiver isdJ@)g(g—i). When the sender is placed closeNg d;
is very small whiled,/d; =~ | /d; is large, sa becomes a large positive number. Similarly, when the sender
is moved toA, d, decreases arty/d; ~ d»/I becomes very small, sobecomes a large negative number.
When an attacker not in the proximity of the receiver sends packets, tBer&®®r observed at the

receiver is 1alog(§—%). The largest value df| that the attacker can incur (g +1)/d; where the attacker’s
1

antenna is on the same line &fA; and is closer td\;(or Az). Whend; is sufficiently larger thar., |r| is

a small number. In other words, a faraway attacker is unable to yield aR8§eratio no matter where the
attacker is. Based on this observation, the receiver can chooseapdhresholdsy (when the sender
is close t0A;) andr. (when the sender is close £p) to distinguish a faraway attacker from a legitimate
nearby sender.

3 Design
3.1 Goal and threat model

Our goal is to build a practical, reliable scheme for securely pairing nedgbiges that have no prior
association. In this paper, we only consider one-way authentication,nlg the receiver authenticates the
sender but not the other way around. In many scenarios, only opexutaentication is necessary. For
example, when a user wants to transfer her personal files from theee(eg. laptop) to the sender (e.g.
PDA), she only requires the receiver to authenticate the sender. laigtgforward to extend this one-way
authentication into mutual authentication if the sender also has multiple antennas.

Our scheme requires only that the legitimate sender be physically close tocdieere We wish to
ensure that no faraway malicious sender can be paired with the reseaegssfully. Our scheme can resist
powerful attackers. For example, the attacker may have arbitrarily highriasion power and can adjust
the transmission power arbitrarily; he may sniff all the traffic between the &iring wireless devices; he
may have exact copies of the two pairing devices and use the copies toaitasttheme; he may know the
exact location of the receiver and its antennas; he may send his attdekpeia line-of-sight propagation.

1RSSs the ratio of the power of the received signlig mW) to ImW in decibels, i.e.RSS= 10log,o(P).



1. Initialization: The sender S starts to send UDP packets at constantaintehile the receiver
R readsRS$ andRSS (RSS measured on Antenna 1 and 2, respectively) of these packets and
calculates the corresponding RSS ratie RS$ — RSS.

2. The user places S very close to the first antenna of R.
3. The user places S very close to the second antenna of R.

4. Pairing succeeds when R observes a sufficient number of cdiveecwalues whose mean is
greater than a positive threshald and whose standard deviation is smaller than a threshol
o, and then a sufficient number of consecutivealues whose mean is smaller than a negative
thresholdr; and whose standard deviation is smaller than a threshold

o

Figure 2: Basic device pairing scheme

However, we exclude the following threats, as they are out of the sddpesaper:
e Compromising either the receiver or a legitimate sender, e.g., by malwaréantec

e Jamming the wireless channel.

3.2 Basic scheme

Let the two antennas on the receiver R be Al and A2. When the usespleceender very close to the
antenna Al on the receiver R, R expects to observe a large positiveaR&&Section 2.2). Then, when the
user moves the sender very close to the antenna A2, R expects to absnye negative RSS. By contrast,
if the sender is faraway from the receiver, R cannot observe |&g@ae values of the ratio.

Our scheme requires the sender to be placed close to both the receigngansequentially to reduce
the probability of the “walk-by” attack, where the attacker places his gerelg close to the receiver by
walking by the receiver without raising suspicion. However, it would bgy\difficult for the attacker to
place his sender close to both the receiving antennas sequentially darmnig@onspicuous walk-by.

We checked the feasibility of this scheme on a laptop with 802.11n MIMO angénkiée found that
when S repeatedly sent packets to R, the RSS vaR8§& @ndRS$) measured on R were not constant
even when the distance was fixed. Instead, they fluctuated in a typicasi@aulistribution consistent with
Equation 3. To improve the reliability of our scheme, we let S send a suffiniember of packets when
it is close to each antenna on R, and let R calculate the mean of the RSS raties@packets. We also
observed that when either R or S was moving, the variation of the RSS wahgetarge. Therefore, to
prevent a faraway attacker from causing a large RSS ratio by indudargevariation of the RSS values,
our scheme sets a maximum threshold for the standard deviation of RSS ratios.

Figure 2 shows our basic pairing scheme. In this scheme, the sendeg8iiedeo send UDP packets
to the receiver R with fixed interval. Since the only useful information to R iSRBE& values, which R
measures when receiving the physical preamble of these packetsytbadoa the UDP packets is of no
use to R.

3.3 Dealing with RSS inaccuracy

The basic scheme is simple and follows the Log-normal shadowing modeltiois2cl. However, this
scheme relies on the assumption that the RSS values read from the dewéceadzilinear to the real RSS

2|t runs Fedora Linux with a modified kernel so that the RSS value of aatgmna can be read separately.



values. Unfortunately, the RSS values provided by the driver can barteid due to several factors. We
discuss these factors and describe how we eliminate or mitigate them.

3.3.1 RSS Saturation

TheRSSvalue reported by the wireless driver (Intel iwlwifi)is an integer in thegeir-95, —10]. This
is usually much smaller than the dynamic range of the actual received stggradth. As we moved the
sender from a few meters away to closer to the receiver, at first wan@sa continuous increaseRES
Then, RSS stopped increasing around the vali®. We conjecture that thRSSvalue reported by this
driver saturates at the upper bound-dfO.

To overcome this problem, we can reduce the transmission power of thers@d if we reduce the
transmission power too much, we risk saturating RSS at its lower bound ofbe for the best power level,
our scheme requires the sender to transmit a sequence of packetsitisiegidpower level during the
initialization stage of the protocol. The receiver then chooses the powardewhich the received packets
have the maximum RSS ratio and notifies the sender. Then, the sender vathiradl the subsequent
packets at this power level.

3.3.2 Automatic Rate adaptation

Another undesirable artifact that affects RSS measurement is automatiadegitation. It allows a
Wi-Fi device to automatically select the optimal data rate for the current wéreleannel conditions.

Data rate change may trigger the change of the physical layer preambldatimagacheme, which will
affect theRSSvalues. For example, 802.11g uses the OFDM modulation scheme when thatdais
54Mbps. When the data rate is decreased to 11Mbps or lower (5.5M, 2 yrit begins to use CCK,
the modulation scheme for 802.11b. Switching between modulation schemeusas ealarge variation in
reportedRSSvalues, and make our scheme less stable. In a multiple antenna system 801149, the
automatic rate adaptation feature might even change the transmission aritkisnaill completely defeat
our scheme. Therefore, the automatic rate adaptation feature must Hediisatore the packets are sentin
our scheme.

3.4 Key generation

The basic protocol in Figure 2 authenticates the sender, but it doegnetage a shared secret key for
further communication. [11, 27] provide approaches to derive a gdhaae from the characteristics of the
wireless channel.

Alternatively, we could use cryptographic techniques to derive a dismeret. Note that key generation
does not affect the device pairing scheme in Figure 2 and in fact caeguian parallel with device pairing.
This is because the device pairing scheme only measures the RSS valuergatnéle of each packet while
key generation uses the payload of the packet.

We propose a straightforward key generation protocol, where theeseadeives a public key from
the receiver, chooses a shared secret key, encrypts the key withcttiger's public key, and sends the
encrypted key to the receiver. The receiver then decrypts the kege /e are only concerned with one
way authentication, there is no need to verify the receiver’s public key.

3.5 Final Protocol

Our final protocol integrates both device pairing and key generatishaasn in Figure 3.

1. The user moves the sender S very close to the first antenna on tiverétand starts the protocol
(e.g., by pressing a real or virtual button on S).

3A typical driver provides 15 different transmission power levels froibm to 15dbm



2. S—R: PairRequegt). S sends a pairing request to R.
3. R—S: PairResponséKr). R responds with its public keig.

4. S—R: PowerQueryi,n), wherei = 1,...,nandn is the number of power levels. S sends a sequence
of packets from the lowest to the highest power levels.

5. R<-S: PowerRespongk). After receiving all then power query packets, R responds with the best
power levell that maximizes = RS$— RSS.

6. S—R: RSSMeasurindk,(k)). S generates a random sessionkend encrypts it with R’s public key
Kgr, and continually sends the copies of the encrypted session key to Rdhirfigreval. Meanwhile,
the user moves the S from nearby the first antenna on R to nearby thmelsetenna on R.

7. R«+S: Succesy. R examines the RSS values of all packets (containing the encryptedrskeg)o
received at both its antennas. If R detects a sufficient number of catiaepackets whoses mean
is above a thresholdy and whosea’s standard deviation is below a threshdlgdthen R decides that
the sender is nearby R’s first antenna. Similarly, R detects if the sendenistdarby R’s second
antenna. After R detects both these conditions, R replies with a succesymess

sender S receiver R

Move S close PairRequest()
to antenna 1 of R

PairResponse(Ky)

Bl

PowerQuery(i, n}

PowerResponse(l)
RSSMeasure(Eks(k)

Move S to
antenna 2 of R

Success( )

Figure 3: Messages in the final protocol
The protocol runs above the MAC layer of the network stack. All messageeptPowerQueryand
RSSMeasureeed reliable transmission, i.e. a message needs to be repeated if it is lost.
4 Experimentsand results
41 Setup

Our experimental system consists of a receiver and a sender, wkeserttier wishes to be paired with
the receiver.



Receiver The receiver is a Dell E5400 laptop running a modified Fedora Linuxekearsion 2.6.29-rc5-
wl based on the wireless-testing tree. The laptop has an integrated 802dllWi-Fi Link 5300 wireless
card, and is equipped with three internal antennas. We did not use #my 892.11n-specific functions on
the card — all we needed is the ability to read the RSS values on each antriduadly. We modified the
wireless device driver, the kernel-to-user space communication libradiofap), and tcpdump to read the
agcand RSSI values of each frame received by Antenna 1 and 2, resghgdRSS is computed as:

RSS= RSSI agc— OFFSET

whereOFFSETis 44, a constant set by this Wi-Fi module, aagt (automatic gain contrglis variable for
each packet.

Sender The sender is also a Dell E5400 laptop. Two of its antennas are disablesldnibr, and all the
data packets are sent via an external antenna connecting to it.

Antennas We conducted our experiments on the following four types of antennasddition to the
build-in antenna on the laptop, we also used three types of external astevinich can be connected to the
built-in Wi-Fi card via its IPX/U.fl connectors. Note that our scheme requigxternal antennas. The
reasons for using external antennas in this experiment are: (1) to re¢lasimpact of the distance between
the two receiving antennas on the RSS ratio since we cannot vary thecdisiatnveen the internal antennas;
and (2) to evaluate whether our scheme works on different antennas.

e Typel: These are the internal antennas in the Dell E5400 laptop. After disaksgitiie laptop, we
found that Antenna 1 is fixed at the top left of its LCD screen frame while Amde? is at the top right
of the screen frame. We did not use Antenna 3.

e Type 2: These are Wi-Fi antennas for laptop mini PCI cards with 61cm (2 fext)UR cables.

e Type 3: These are 5 dBi omni-directional Wi-Fi antennas for access pointsh Bathem has a
RP-SMA male interface. We connected them to the laptop usicgh&PSMA female to IPX/U.fl
cables.

e Type 4: These are 66m RP-SMA female to IPX/U.fl cables, which we used to connect Type 3
antennas to the laptop. Here we used these cables directly as antennaed\itiés type of antenna
because on some mobile devices, such as Openmoko freerunner smeytiiieoantenna socket is
used as a default antenna. Although they allow users to attach exteraiahas, few users do.

RSS measurement During all the following experiments, we measure RSS values as follows., wies
disable all but one antenna on the sender, so that only one antennalisousend all the packets. We
associate the sender with the receiver in ad-hoc mode, i.e., packetsftoamehe sender to the receiver
directly without going through a base station. Both the sender and theeeaeg stationary. The packets are
ping packets with 10ms interval. To eliminate the Gaussian noise in the Log-nshaddwing model, we
always read RSS from 100 consecutive packets and calculate their Weamonducted all the experiments
in an indoor environment (our lab).

4.2 Effect of distance on RSS

Based on Equation 3, the average RSS value should be a logarithmic fusictistanced between the
sender and receiver antennas as follows:

RSS=Py— 1m|0910(§0) (4)



whereP; is the RSS value at unit distandg

However, the Log-normal model usually applies wideis much larger than the size of the antennas. In
our scheme, when the sender is very close to the receéiwenlld be as small as less thazml So we wish
to evaluate how well Equation 4 approximates RSS values wfigsmall.

During the evaluation, we tried to rule out other factors that may affect R8Sinstance, we always
aligned the sending and receiving antennas. We set the sender to Uee@dbetransmission powex =
1ldBmand disabled the automatic rate adaptation feature. For antenna pairs\d,4 ,vee measured RSS
values at various distances up to 10cm to avoid the multipath effect. Hovgwee antenna pair 3 has a
much larger gain, their RSS is saturated when their distance is smaller thand2emnseasured their RSS
at distances ranging from 2cm to 30cm. The result (Figure 4) showshbadbgarithmic relationship in
Equation 4 still approximates the measured RSS values vs distance wheeaghtesg exponert falls in
the range [1.057, 1.365F, is related with the gain of each antennas pair. It is measured as -11.1A1,-19
-3.59, and -43.21 for antenna pairs 1, 2, 3, 4 respectively.
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Figure 4: Logarithmic relationship between RSS value and the sendéveedistance

4.3 Antennagains

To show that the RSS ratio is independent of antenna gain, we read R&S wden the packets were
sent with different transmission power. Our experimental results indicatetib RSS value is a linear
function of the transmission power for different antenna distance:

RS$d) = rsg(d) +tx

wheretx is the transmission power of the sender measured in dBmsag@l) is the measured RSS value
when the sender uses the base transmission gawefdBm We can usess(d) as a gain indicator of the
antenna pair at distanck

Figure 5 plots the RSS values when packets are sent at various transm@senfor each antenna pair.
The distance between the sender and receiver was fixedat 20very small distance tends to cause RSS
values to saturate when the transmission power increases, while a verglistance could introduce more
interference from the environment, such as the multipath effect (Sectid).6The figure also shows that
the gains of the four antennas pairs are ordere@lygs3 > Typel > Type& > Typel. This is consistent
with the order ofP) values measured in the experiment in Section 4.2.
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Figure 5: The linear relationship between RSS value and the transmissi@n pow

4.4 RSSsaturation

Figure 5 shows that RSS on antenna pair 3 no longer increases whesmnisraigssion powdix increases
beyond 8. This is due to RSS saturation described in Section 3.3.1. To iatedimyv much RSS saturation
can affect our scheme, especially when the antenna distiiacsnall, we observed tHRSS-tx relationship
by differentd. Figure 6 demonstrates RSS saturation observed on antenna pair 2icdtesdhat RSS
saturation occurs with smaller transmission power when the disthdeereases. For instance, when the
distance is 8m RSS saturates whér > 13dBm But when the distance is reduced M RSS saturates
whentx > 6dBm
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Figure 6: RSS saturation with different sender-receiver distancatemiaa pair 2

45 Antenna alignment

Because our scheme prefers a high RSS natichen the sender authenticates itself to the receiver,
users are expected to identify two spots wh%rés minimum, whered; is the distance between the sender
antenna and the nearer receiver antennadamslthat between the sender antenna and the farther receiver
antenna. Assume the perpendicular distance from the antenna to thesievéme id, andb; for receiver

10



and sender, respectively, the minimualnis b, 4 b;. We called the sender and the receiveraignedin this

case. In reality, the user may not be able to align the sender with the nepeifectly. This misalignment
would adversely affect RSS because it increases the distance betveesending and receiving antennas
and thus decreases the RSS value. )bt the distance between the current location of the sender and
its ideal aligned location with thdominantantenna (the antenna on the receiver that the sender should be
aligned with), the theoretical RSS value read from the dominant antenn&ldie

Vd?4x2

RSS= Py — loo(loglo d
0

We evaluated how much our scheme tolerates the misalignment between theasehttee dominant
receiving antenna. We conducted experiments using antenna pair 2 Afedsétd to be 2cm and measured
RSS at differenk.
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Figure 7: The relation between the RSS value and the offset

Figure 7 shows that RSS value is insensitive to misalignment when the misaligisnsemdll (< 1cm),
but the effect becomes noticeable when the misalignment increases. ididaage misalignment, the de-
vices could mark the location of their antennas on their surfaces. Mareelren we select the thresholds
r_ andry in the device pairing protocol in Section 3.2, we need to take into accountrnah we tolerate
antenna misalignment.

4.6 Distance between the receiving antennas

To take advantage of the antenna diversity [15], most laptops have tienreas mounted on the corners
of their LCD frames or the two sides of their bodies. Therefore, theviegeantennas are usually more than
20cm away from each other. However, handheld mobile devices have smatller sizes. Even though our
scheme requires only the receiver to have two antennas, will our scheaygpbcable to handheld mobile
devices that have multiple antennas and that are used as the receiver?

To answer the above question, we conducted the following experiment.sédauDell E5400 laptop
connected with two external antennas (Type 2) as the receiver. Vée eémOpenmoko Freerunner smart-
phone as the sender and placed it only 1cm away from one of the twamalktsrtennas on the receiver.
Similar to all the previous experiments, the sender phone established ao eorimection with the receiver
and continually sent ping packets with an interval o) The transmission power was tuned in advance to
avoid RSS saturation. We measured the RSS ratios of 100 consecutietspaben the sender was aligned
with the left receiving antenna and right receiving antenna, resgéctwe repeated this measurement for
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L (cm) | RSS on Antenna 1 RSS on Antenna 2
R IR

10 13.72 0.86 -13.77| 0.42
20 14.69 0.46 -16.90| 0.44
30 20.49 0.52 -18.04| 0.31

Table 1: Measured RSS ratios under various distance between twwingcantennas.L is the distance
between two receiving antennas.

different distances between the two external antennas on the recé®@n, 20cm, and 30cm. Table 1
shows the mean and standard deviation of the RSS.

The experiment indicates that even when the distance between the twongeeitennas decreases to
10cm, which is a reasonable lower bound on most handheld devices, the R&&rstill large enough
(13.72) to be usable in our scheme.

5 Prototype

We developed a prototype of our device pairing scheme to evaluate itstgend usability.

51 Setup

Sender The sender is an Openmoko Free Runner smartphone running Linwas & single antenna and
a Wi-Fi module.

Receiver The receiver is a Dell E5400 laptop running a modified Fedora Linuxeteersion 2.6.29-rc5-
wl based on the wireless-testing tree. The laptop has an integrated 802dlWi-Fi Link 5300 wireless
card, and is equipped with three internal antennas, although our pretosgs only two of these antennas.
We marked the locations of the antennas on the surface of the laptop.

Pairingprocedure The sender and receiver share no prior secret. The receiviémeouasly runs a pairing
server program. The user pairs the sender with the receiver via theifojisteps:

1. The user places the sender next to the left antenna of the receiver.

2. The user starts our pairing program on the sender. Then, theapragnds a sequence of packets to
the receiver.

3. After receiving a sufficient number of measurement packets thafysties pairing criteria below
(usually within a few seconds), the receiver notifies the user via a bEegn, the user places the
sender next to the right antenna of the receiver.

4. After receiving another sufficient number of measurement paclagtsalisfy the pairing criteria , the
receiver notifies the user of a successful pairing via multiple beeps.

Pairing criteria The receiver decides whether the sender is close by measuring thea®®&Sire., the
ratio between the RSS on the left and right antennas) of the RSSIQuekgtpdrom the sender. In both
Step 3 and 4 above, the receiver places the packets into a FIFO querze 40 and checks if the RSS ratios
of all the packets in the queue satisfy:

e The mean of the RSS ratios exceeds a threshold-(r in Step 3, and < r in Step 4).
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| Distance range | <20cm | [20cm 100cm | > 100cm |

Success Rage 90% 0% 0%
Failure Rate 10% 100% 100%
Max Mean RSS Ratio 15.62 6.35 3.43

Table 2: Authentication Accuracy. Authentication in each distance rangeds2d times.

e The standard deviation of the RSS ratios is smaller than a threghold

The sender sends about 40 packets per second. To be robust aggial interference, the receiver keeps
computing the above pairing criteria (i.e., whenever a new packet grivenserted into the FIFO queue
of 40 packets, and the receiver reruns the pairing criteria on the jjf@mu20 seconds until the pairing
succeeds or the receiver times out.

In the above criteria,y andr,. depend on the distanddetween the two antennas on the receiver. In our
prototype systend = 26cm Based on our experiment in Section 4.2, the RSS ratio from a nearbgrsend
should be larger than 16. We get= 11 andr, = —11 to leave some room for antenna misalignment. We
setd = 0.6 based on our observations.

5.2 Security evaluation

We evaluated the security of our prototype by trying to authenticate the rsahdéferent distances
from the receiver:

1. Close-range: The sender is placed next to the receiver, e.g. tidhager places the Openmoko phone
next to the screen of the laptop where an antenna is located.

2. Mid-range: The sender is between 20 — 100cm away from the szceiv
3. Long-range: The sender is more than 100cm away from the receive

We believe that 100cm is a reasonable estimate of the minimum distance that tkeratéacplace her
device wherever without alarming the receiver owner. However, we@laducted our evaluation with a
more conservative estimate of the minimum distance, 20cm. For each distagee e attempted device
pairing 20 times. In the experiments for mid-range and long-range, atdmgdbe pairing attempt we
randomly placed the sender within that range.

Table 2 shows that the success rate for close-rarg20¢m) device pairing is 90%. The two failed
pairings in this range happened when we failed to align the sender’s antétimthat of the receiver. By
contrast, our prototype rejected all the device pairing attempts when thersead in either mid-range
([20cm 100cm)) or long-range $ 100cm). Table 2 also shows the maximum mean RSS ratios of the packets
in different distance ranges. When the sender is in close-range, themomxmean RSS ratio is above 15,
while this ratio drops to 6.35 and 3.43 when the sender is in mid-range anddagg; respectively.

5.3 Usability evaluation

We measured the time that it takes the user to complete a successful deviicg. paiom the user’s
perspective, the pairing consists of three steps:

0. Move the sender to the left antenna of the receiver.

1. Click a button on the sender to start the pairing, and wait for the redeimep (indicating that the
receiver has received enough measurement packets that satisiterig)cr
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2. Move the sender to the right antenna of the receiver, and wait foetiever to beep multiple times
(indicating that the pairing has succeeded).

We did not measure the time for Step 0 because itis irrelevant to the designgybeocol. We measured
the time for Steps 1 and 2 shown in Table 3.

| Distance rangé | <20cm [ [20cm 100cm] | > 100cm |

Average | 5.29s 6.53s Timeout

Time for Step 1| Minimum | 5.06s 5.33s Timeout
Maximum | 5.52s 7.72s Timeout

Average | 6.35s Timeout Timeout

Time for Step 2| Minimum | 2.77s Timeout Timeout
Maximum | 17.59s Timeout Timeout

Total Time Average | 11.64s Timeout Timeout

Table 3; Authentication Time.

The user took an average of 5.29s to complete Step 1. A large portion of thi§if¥es) is spent on
waiting for the sender to send 15 power query packets. Currently, tbespacket at a different power level,
our prototype implementation in the sender needs to executavttumnfig command, which takes about
200ms each time. To reduce the time spent on Step 1, we could use more tefferysrio adjust the power
levels of packets, or to find the best power level more efficiently than arlsesach (e.g., a binary search
between all the power levels). The user took an average of 6.35s to derpdgp 2. Compared to Step 1,
the variation in the time for Step 2 is larger because it includes the time for théausesve the sender
from the left antenna to the right antenna of the receiver. The avéotadime for the pairing is 11.64s.
This is faster than or comparable to most other wireless device pairing ssfgmdoreover, this scheme
requires no user decision and has a fail-safe default: if the user faitdloovfthe simple procedure, the
pairing simply fails.

6 Security and usability
6.1 Security

6.1.1 Probability of success of random attacks

We calculate the probability of successful attack if a faraway attackeramstomly picks two loca-
tions during the device pairing. Assume RSS ratinduced by the attacker follows Gaussian distributions

N(pu,03) andN(w ,02), the means ofi RSS ratiolfy andi_ should foIIowN(uH,%) andN(p, %E), re-
spectively. The sample variancé§ andd? have distributions proportional to chi—square%és x2(n—1)
ando—nE -X?(n—1), respectively.

Let the threshold of the mean gsand that of the variance a@#, the attacker’s device will be paired
only whenliy is larger than its threshold ang is smaller than its threshold, and the sample variadges
and 67 are smaller than their threshold. Note that for normal distribution, the sample ameasample

variance are independent. Therefqeg, 62, i, andd? are independent of each other. The probability of
a successful attack is:

= Qo R (1-Q(5H %)) (5)
V(n-1)/2,(n?)/(208)) | y((n—1)/2,(no?)/(20?))
r(-1/2) r((-1/2)




whereQ(x) is the Q-function computing the right-tail probability for normal random vdeisjy(k, x) is the
lower incomplete Gamma function, afdk) is the Gamma function.

Using the parameters set for our prototype system, the probability of ssfateattack is less than
10-154

6.1.2 Attacksleveraging multipath effects

In our experiments on the prototype system, the Openmoko smartphoneesuitivé first phase of the
device pairing for 4 times in 20 when it was at least@away from either antenna on the laptop. It
indicates that the laptop has a relatively high possibility to receive a sufficienber of packets that have
stable and large RSS ratio even when the sender is not in its close proximigyis Tinconsistent with the
above calculation of false positive rate. To explain it, we have to look atttier ¢actors that affect RSS
value. Multipath effects is the most significant factor.

As the result of multipath effect, the received signal can become strangeeaker if there is a con-
structive or destructive superposition of the signals coming from diftgraths, respectively. In an indoor
environment, multipath effect is often caused by reflection on the surfdle fioor, ceiling, wall, furniture,
and even people. Using our scheme, when the sender is paired withby neegiver, the multipath effect
will unlikely affect the RSS values significantly because the sender isclesg to the receiver. However, a
faraway attacker could take advantage of the multipath effect to causgpeeR&S ratio measured at the two
antennas on the receiver, therefore breaking our scheme.

sender S

[ receiver R

I\A

Figure 8: Two paths model

We use the following simplified two-path model to show how much multi-path effactatfect our
scheme. Assume the signal strength is determined by only two dominating patinaigat path from the
sender to the receiver, and a path reflected on the ground, as shdvigume 8. LetHs be the height
of the sending antenn#lr be the height of the two receiving antennashe the distance between two
receiving antennad,p; andLp; be the length of two direct paths, ahgy andLg, be the length of two
reflect paths. We also defifieas the reflection coefficient, which depends on the polarization of the radio
wave. According to [24], we have:

(LRl -coN\B1 + FLD1)2 + (LRl . sinAGl)z
(LRZ -CON\B, + FLD2)2 + (LRZ . sinAez)Z

r = 10000

4We compute the probability in Matlab, which gives answer 0. Since Matlapasts10 15 precision, we conclude that the
probability is less than 10".
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whereAB; andAB, are phase delays, which are determined.gy Lp1 andLgy, Lpo respectively. Clearly,
attacker can choose appropriate path lengths to makarge value.

We can mitigate this attack by incorporating frequency hopping into our pbtod/ith frequency
hopping, the attacker’s optimal path lengths in different channels are li#&rent, so it would be very
difficult to find a path length that keeps the RSS ratio high in all the channetorporating frequency
hopping in our scheme is straightforward: instead of using only one ehghrendfRSSIMeasuringackets
while cycling through all the channels. However, it is not easy to implemequincy hopping on the
platform where we implemented our prototype, because it takes substanti&b smvech wireless channels
from the user space. We believe that this limitation can be overcome by an impégioerof frequency
hopping in the device driver or the firmware.

Nevertheless, we conducted an experiment to justify this idea of fregumpping. We observed RSS
values by placing the sender randomly at locations thatrarmr 2mfrom the receiver. Both the receiver and
sender are placed at a height ot80or 1Im. The packets are sent via different 802.11a channels. Figure 9
shows that at each location, the RSS ratio can be quite large on packetosecertain channels. The
largest observed(t) is about 10 where the sender is 4m away from Antenna 1. Howeveachtlecation,
ther values on different channels vary considerably, and their mean vataaedose to 0. By comparison,
we also measuredon different channels when the sender is very close to the receiv@ertd and show it
in Figure 9. This curve shows thats relatively stable on different channels. This experiment indicates that
frequency hopping is able to mitigate the threat of a faraway attacker wisddarexploit multipath effect.

25 T T T T T

20 -
dy=2cm, hs=hg=30cm

15 s

10 |- dy=4m, hs=hp=1m 7

5 _M@m hs-}w@_
o / . g —”
i dy=4m, F,=h=1m

-10 1 | I 1 |
35 40 45 50 55 B0 65

802.11a channel

RSS ratio

Figure 9: Using frequency hopping to defeat attacks using multipathteffec

6.1.3 Beam-forming attack

In theory, a powerful faraway attacker may attempt to form special béarcause a large difference
between the RSS values at the two receiving antennas. In practiceydrow@s attack would be very
difficult, if not impossible, The beam forming attacker would need a namwidth main lobe (beam). The
lobe width is inversely proportional to the size of the antenna arrays. 8ieceistance between the two
antennas on the receiver is usually small (typically less then 1 meter), thkesitteauld need a very large
antenna array, which in many situations would raise suspicion. Moreefen the attacker is far from an
indoor receiver, multipath effect would likely distort the intended beam toohma achieve the required
differential RSS on the two antennas on the receiver, unless the attaukes the accurate channel state
information (CSI) from its antenna to the receiver’'s antennas. Thisrrdtion is measurable only at the
receiver’s antennas. Since in our protocol (Section 3), the raceaxer sends the measured CSI to the
sender, the attacker cannot get the CSI. Moreover, the attackest@am get an accurate estimation on the
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CSI based on its observation of the reverse channel (the channetliereceiver to the attacker) because
of the following two reasons. First, our protocol does not require tbeiver to send messages via both its
antennas. Therefore, the attacker cannot measure the reversélo8i the channels. Second, even if the
receiver sends signals from both its antennas, the CSI of the reveasaal may be different from that of
the forward one because reciprocity may not hold due to non-symmetrie. nois

6.1.4 Time-of-check to time-of-use attack

Since RSS is measured in the physical layer preamble while the session kesiéd in the frame, an
attacker might try to attack Step 4 in the protocol described in Section 3.5 dingdnis encrypted session
key when the receiver begins to receive the frame. However, this agawarly impossible. First, it is
very hard for the attacker to time his frame at the moment just after the reteiseeceived the preamble
from another user. For 802.11a and 802.11g, a symbol lasts 4 microsgdncluding an 800 nanosecond
guard interval. If the attacker wants his first symbol to arrive at thevrecgist after the genuine sender’s
preamble, she must be able to control his transmission delay within one mignolsédowever, it is nearly
impossible to control the transmission delay in such fine granularity. Evendittheker could achieve this,
his frame would collide with the genuine sender’s frame, which would caesetieiver to drop the frame.
Although the attacker can launch an DoS attack this way, he could launchmidoSeasily by jamming,
which is out of the scope of this work.

6.2 Usability

Resilience against interference  One advantage of our scheme is its ability to resist interference. Many
device pairing schemes require the use of auxiliary “out-of-band” mélan such as acoustic [16], that
are subject to environment interference. By contrast, our schemeusgisry information (RSS) in the
existing wireless channel. Therefore, it inherits the interferenceta@sis properties from the wireless
channel. All our experiments were conducted in a typical computer scianlckng with several APs and
microwave ovens.

Avoidinguser errors  Our scheme requires no decision from the user. All the user has to do is/eth®
sender from one place to another. Therefore, the user’'s devio®iche erroneously paired with a device
held by a faraway attacker.

Ease of use The relatively challenging part of our scheme for the user is to align theaaseof two
devices; failure to align may result in device pairing failure. Similar efforésraguired by other device
pairing schemes. [13], for instance, requires the user to align the carihena device to the screen of the
other. In [16], users have to move one device along the direction of tiee otte. Both the above schemes
require users to move one device in a 3D space. By contrast, our sciiymequires the user to move the
sender in the 2D surface of the receiver. When the locations of theregt@me marked on the surface of
the receiver, this becomes a simple task.

Pairing time The experiments showed that it takes an average of 11.64s to pair thegleviour pro-
totype, which is faster than most schemes tested by [9]. Although we (therauttonducted the tasks
ourselves in our experiments, we expect to observe a similar pairing timedoraor users because our
scheme requires a simple movement and no user decision.

Versatility Our scheme requires the receiver to have two antennas separateedspaable distance. For
example, when a user pairs a smartphone with his laptop, only the laptoptneeastennas. Fortunately,
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most current laptops, including the ones without 802.11n modules, use mahi@enas to take advantage
of antenna diversity [15].

Additionally, there is an obvious trends towards embedding 802.11n Wi-Findlreld mobile devices
(at least the chip manufacturers are ready [21]). When this beconmsapoour scheme can pair two
handheld mobile devices as well.

7 Related work

Wireless device paring With the proliferation of mobile wireless devices, researchers have peopo
many schemes for secure devices pairing. These schemes rely on sidstethannels to pair the devices
with each other. Earlier approaches required the user to be the chiaanéhey asked the user to enter the
shared secret into the devices, but these methods suffer from appaability and security problems dis-
cussed in the introduction. To avoid these problems, researchersiheegsoposed newer schemes to use
the extra sensory and output hardware present on many wirelessslasgithe trusted communication chan-
nel [9]. We can divide these schemes into two categories in terms of usexcitive: (1) those that require
the user to decide whether the device pairing succeeds by comparing[2Buar audio [5, 22] output; (2)
those that require the user to initiate the device pairing but let the deviceedels&ther the pairing succeeds
via the reading from its sensors (e.g., a camera [13, 20], microphon&9], ©r accelerometer [7, 12]). Our
proposed mechanism falls into the latter group, which has the advantagieisiass fallible to user errors
since users do not need to decide the success of the authenticationvedomigle most wireless devices
have some sensory or output hardware, two arbitrary devices magvethe required hardware to provide
secure authentication. For example, [13, 20] applies only to devices withrea. By contrast, our scheme
uses the primary communication channel of wireless devices for authemntieatibthus requires no extra
hardware. Although our scheme requires the receiver to have atweasintennas, multiple antennas are
increasingly common as wireless device manufacturers are embracingt@ Wultiple-Input Multiple-
Output) technology. (Note that our scheme does not require the serttreanore than one antenna.)

Distance bounding protocols Distance bounding protocols [3] are cryptographic protocols thatlesiab
an upper-bound on the physical distance between two parties by timing lenelween sending out a
challenge bit and receiving the response bit. They have been implementedibus wireless protocols [26,
6], but all of them rely on a rapid bit exchange and require precisekslar measure the delay between
messages traveling at the speed of light. Since electromagnetic wavegatmpezer 30cm in 1 hanosecond,
the requirement for such high precision clocks is unsuitable for conseleeronic devices.

Our scheme can reliably determine the proximity of the pairing devices withquirieg high-precision
clocks; instead, our scheme measures the ratio between the receivialgssigngth at multiple antennas.

Received signal strength Researchers have used Received signal strength (RSS) to detgdbitlatack

in wireless sensor networks [4], where they used the RSS ratio betviféemert monitors to locate users.
There are many differences between our scheme and theirs, the luiggdsting the purpose: our scheme is
for deciding whether the sender is close to the receiver, while their sclsdoraleciding if the packets with
different identities come from the same location. As a result, our schemesghyollowing advantages.
(1) Our scheme needs only two antennas, while in theory their schemeazquieast four to achieve an
accurate localization. (2) The precision of their scheme is in meters, whilecheme can reject attackers
that are merely 20cm away. On the other hand, our scheme also has ¢oroeegxtra challenges: since
the user has to hold and move the sender during device pairing and ther sewelry close to the receiver,
our scheme is more susceptible to radio signal interference and variatierus®d statistics and power
level probing to overcome this problem. Finally, since our goal is devicéngaiwe also need to design a
protocol that derive a shared secret.
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Hu and Evans use directional antennas to verify proximity to prevent walenaitacks [8]. By contrast,
our scheme does not require directional antennas. In fact, our sgirefees omnidirectional antennas be-
cause they avoid the problem of misalignment between the sending andirg@itennas. Most consumer
wireless devices also prefer omnidirectional antennas because teevasgd not have to orient the devices
in certain directions.

8 Conclusion

We have designed a reliable secure device pairing scheme based anmteximity. The scheme takes
advantage of multiple antennas built in many modern wireless devices anagesex characteristic of wire-
less channels - the power of the received signal is inversely propaftiorsome exponent of the distance
between the sender and receiver. When a nearby sender is vegyt@loae antenna on the receiver, the
receiver can observe a large difference between the power mdasuits two antennas, whereas a faraway
sender would be unable to induce this large difference. We validatedloeime through theoretical analysis
and experimental measurements. We discussed factors that may affecheme, including antenna gain,
antenna alignment, RSS saturation, dynamic rate adaptation and multipath éffaeatl/, we evaluated a
prototype of our scheme by pairing an Openmoko Free Runner mobile phtina laptop using threshold
values derived from our measurements. The experiment shows thetlmeme is easy, fast, and reliable.
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