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Abstract—Wireless networks are susceptible to various attacks and then the attack can be detected. Although, these schemes
due to their open nature of operations. Existing security meha- can work well in a static network, they tend to create exeessi

nisms and systems are rarely robust under attacks, misopet®n  ¢g\se gjarms in a mobile environment where the RSS profiles
and internal faults. Most of the solutions are targeted to spcific . . -
are changing over time due to node mobility.

attacks and also works after detecting considerable damage J! ) - LY
and provides little protection if one or more components are  In addition, with the widespread application of networks
compromised. These approaches are not sufficient for holis- and development of attack techniques, traditional isdlate
tic and systemic security. In this paper we analyse a more security prevention can hardly deal with new kinds of atsack

systematic security approach by exploiting the fundamenta fti ; ; ; ; ;
relationships among the network components. We explore a Most of the existing security solutions including the plogsi

concept called trust worthy network where nodes establiste |2yer schemes are mostly a add-on component at the cost of
relationships among themselves based on the mutual obsetiegns  computational resources and they are not exhaustive ertough
and interactions. These relationships will help to derive he level provide a holistic security systems. They are mostly taget

of security and trust to be possessed on the nodes and thefor specific attack scenarios. The dynamisms and the distrib
message received from the nodes. We analyse in detail the i@us /0 natyre of the mobile adhoc networks call for a holistic

issues in constructing the trustworthy networks, impact ofvarious hani Th . d d .
network dynamics on the trust relationships and the applicsions Mechanisms. The resource constraints and extreme dynamism

of trust worthiness in assessing the information quality, o evict Of the wireless networks deployed for critical missionsuiegs
the misbehaving nodes and to provide other related security security mechanisms without any additional burden intenfns
services. computational complexity or resource management.
Due to this tight requirements there is an increasing istere
|. INTRODUCTION in exploiting the fundamental relationships among the oetw
In wireless networks generally information is collecteohfr nodes_to provid_e security an_d Oth‘?r related services [4}-
: e[ﬁl This alternative method will not incur any extra burden
as, it relies on the natural relationships rather than a added

set of nodes before it reaches the intended destination. ) . . X
k. The interactions and relationships among the nodes

addition mostly the network components are mobile Whick?'nlocb id & trust th | Trustworthi (oS |
influences the connectivity among them. In this type of sc h bulid a trust among themselves. Trustworthiness s |

a
nario sometimes the nodes will not have much interactiofS i_mportant criteria to evaIuate_ the Qu:_;\lity of Infc_)rmati
among themselves or prior knowledge due to spare deploymf {amed OUt. of ne_two.rks..Trust IS emerging as an important
and high dynamism. Establishing a secured communicati Rget Qf relationships in wireless networks to_ensure agrop
among these entities is highly challenging and plays a atucpPerations "?‘T]d successful message transmissions among the
in successful network operations. The highly analysed PR?twork ent_m_es. . . . : .
based security schemes will be hard to manage, impleme hether it is for use in security or accessing the infornratio

and easy to break in a highly dynamic heterogeneous r;Enl_lability, or recommender systems, the notion of trusl wi

works. As an alternative there are proposal in using phy:. elp a IOttiXten;_j'JPte ntfaivgor_kftrust ?_stabhs(?rr?ent esibg'f
ical layer informations to enhance security [1]-[3]. Thes&ProVes the refiabiity ot the information and hence e

schemes use physical-layer information or charactesistic ecision making process. However, in high mobile heteroge-

detect attacker/malicious nodes and also to provide Sgcu{?eotjfs ne;]tvxflorkslllke dtacttlcal netw((j)rksl estabhtsrlung tthequk
services in wireless networks. Due to its availability fréine rustis chaflenging due to spare deployment, least In

wireless device driver and location distinction propethe ami?sngf tﬂzseggine; ci/nndar:iigs]g n;v%?gri]tyw?lr%gy&?lﬁésnrzégrg;t

received signal strength (RSS) information has been wide e network dynamics. This paper intended to study in detail

used physical layer parameter for attacker/malicious no ) . . )
phy yer p about the trust establishment in mobile wireless networics a

detection. Physical layer layer security schemes exphat t. t of network d . trust d . d licati
fact that in a typical wireless multipath environment, theSR 'mpact of network dynamics on trust dynamics and applicatio
f trustworthy networks for practical scenarios. Before we

profiles are location specific, that is, they are nearly ueiql? | furth d to define trust
at different locations. When an attacker, who is at a difiere@"@YS€ further we need to define rust . . .
location than the legitimate user, tries to impersonateutes, Trust plays a role across many Q|SC|pI|.nes, mc!udmg docio
the RSS profile would be different from the legitimate oneo,gy' psychology, economics, political science, histolylgs-
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ophy, and computer science. As such, work in each discipline Step:L Direct
has attempted to define the concept [7]. The problem with ’ Node X __J Node Y ‘
defining trust is that there are many different types of trust Step: Tt

and it means something different to each context. Becawse th
goal of this work is to find a definition that facilitates magin Sepz verly
computations with trust in wireless networks, we definettrus
and trust worthy networks with respect to wireless nodes as
follows: _ o _

DEFINITION 1: Node Trust: The trust of a particular node Fig. 3. An example of indirect trust evaluation
is a subjective assessment by an agent/other peer nodewgth the local sensor readings (they are within a threshetd s
the reliability and accuracy of information received from opy decaying the correlation of values based on the distance
traversing through that node in a given situation and givejetween the sensor ranges), then the remote sensor reading i
time. The trust value of a particular node reflects any othesnsidered to be valid. For instance let us assume that mode
nodes expectation of its genuineness and provides a sepBserves a event and measufgsas the intensity of the event
of influence/control by that particular node over the detisi and a observes the intensity of the event Asas reports it.
made from the collective information. Now the direct trust of: observed bw, is

DEFINITION 2: Trust worthy network : A network where I, - 1}:’:

T(n,a) = 7 1)

the trust level of every component can be assessed indil§dua n ) i
or through combination of other nodes. Recommended Trust Recommended Trust is determined

In the rest of the paper we will analyse in brief aboufom the recommendation third parties give about a partic-
the various trust computing mechanism in Section. II. Hlar node. Recommended trust can be of two types: Pull-
Section. |1l we will discuss about various issues in buigm 299regate based and Push-aggregate based schemes. In the
trustworthy networks. Section IV gives some of the dynami¢Ull-aggregate based scheme a trust requesting node wdl ne
in the trust and impact of various network dynamics on truf® find the trust information provider on the target node, and
is explained in Section V. Section. VI details some of thBUll the trust information and aggregate different trustuea
applications of trustworthy networks with some illustvati from different providers. In the Push-aggregate based trus

Step-2: Verify
X's authority

examples. Finally Section. VIII concludes the paper. propagation process each participant node in the netwotk wh
has evaluated the trust of the target node and also willing to
Il. TRUST COMPUTATIONS share the evaluated trust information, will push its evida
We can broadly classify the trust calculations/relatigmsh trust value on target node to other participants in the nitwo
into the following three categories: any participant can collect its interested trust informatiand
« Direct trust aggregate them from different propagation path.
« Recommended trust Indirect Trust : Indirect Trust is obtained when communicat-
« Indirect trust ing entities verify the validity of each others based on the

Direct Trust : Direct Trust is determined by observing the on&€Yy/authorization given by the centralized server. Intiteust

hop neighbour directly and making sufficient observaticus, also mvol_ves mtgractmns .I|ke direct trust_ methods bqsvev
that their trust relationships are established withouanele Nere the interactions requires authentication and vetitios

on intermediaries. For illustration let us assume nodes 4f@m the authentication server. In a way indirect trust is a
distributed over the region of interest and the commurdeati combination of both direct trust and recommended trust as it
is multi-hop between nodes. Nodes can misbehave basedr%?hUir?S recommendation from the central server and atso th
application for which they are deployed. For instance, ia tifliréct interactions among the nodes.

case of event monitoring the nodes can report arbitrarg fals
information or in the case of multi-hop cellular networksies
can misbehave by dropping packets. Let us assume every nodBuilding a trust worthy networks involves the following
makes observation about the neighbor nodes behavior andjor issues. The complexity is essentially depends ontwhic
make a ‘opinion’ about its neighbors. Nodes follow the pssce method is used in determining the trust. Though the follgwin
of overhearing sensor readings of nearby nodes and thamralysis is not a complete set, these are very commonly
compare the readings with their own local sensor readingscountered issues:

If the remote sensor readings are correlated closely enougbmputational resources:In trust evaluations every node has

IIl. | SSUES IN BUILDING THE TRUSTED NETWORKS



to have memory to store past interactions history, the recoifrust Propagation:
mendations from other nodes and also the present intenacti®nce the trust is computed by any of the node(s), the ressurce
details. There will also be a detailed mathematical catmrda spent on computations by other nodes can be reduced if the
to determine the trust value based on all these stored detenputed trust of a node gets propagated in the network.
depending on which method one chooses to determine the node A get to know the trust value of node X though
trust value. In addition incase of recommended trust the-comode B, C, . . ., then node A can actually avoid the explicit
munication bandwidth in transporting the trust informatio trust computation on node X. This is particularly important
from one node to distance node also a resource expensivenfrastructureless distributed systems.When trustierab
task. Furthermore, there will be computation involvediimte computed, it includes information transition and exchange
of aggregating the values when there are multiple recommédrem one node to another. Therefore, the propagation of trus
dations and multiple version of the trust measurements. is highly correlated with the computation of trust.
Infrastructural Complexity: The infrastructure required in Trust Prediction:
the case of indirect trust evaluation is a centralised truBtust prediction is method of predicting potentially uniuo
authority which monitors every node. Every node requeds ttrust between nodes using the present and past behaviour
centralised authority to verify the authenticity of theld@l of nodes and also the recommendations received from other
node before believing in the behaviour. nodes.
Scalability: Scalability could be a issue in building trust- Trust dynamics help highly to establish the trust with
worthy networks. Direct interactions and meeting facdate minimal computational resources. Trust dynamics esggcial
point might boost the establishment of trust relationshijpg trust propagation and prediction can help to avoid the risks
only in a small network size. For instance, in a large netword having insecured communications by predicting the fitur
environment, nodes might need to travel a long distance liehaviour of the nodes. By wisely combining the trust dy-
reach the meeting point. Besides, in the case of indirest trinamics with the trust computations we can achieve maximum
evaluation a centralized authority (CA) also might be reegli performance improvement in the network.
to ensure security at the meeting point, which could eagly b )
exploited by attackers if not taken seriously. B. Trust properties

Trust mechanisms have to designed with the resource conkn this section, we present several properties that arelglos
straints and the other above mentioned challeneges ingicconrelated to computation [8].
erations. Though we cannot address all the issues compleibiust Transitivity:
its important to have a comprehensive solutions by takikg taOne of the primary properties of trust that is necessary for
of critical challenges. computation is transitivity. Trust is not perfectly tratss in
the mathematical sense; that is, if Alice highly trusts Bob,
and Bob highly trusts Jack, it does not always and exactly
follow that Alice will highly trust Jack. There will always
be a degradation/enhancement by the individual or group of
nodes on the propagation path while propagating the trust.

The evolution of trust over time is called the dynamics ofrust composability:
trust. Trust is a dynamic phenomenon. Trust changes willhe trust values of each neighbor, and their recommendation
experience, with the modification of the different sources about a particular node should all be composed together and
is based on (e.g., environment, mobility etc), with theestashould all lead to a single final aggregated trust which ie als
of the trusting node and so on. The trust dynamics can belong to the same set as the original trust information- Dif
characterized by the following phenomenon: Trust propagrent compose/aggregation function can be used to aggrega
tion, prediction and aggregation. From the propagatiomusitt the trust information depending on the situations and the ki
we can determine the change in trust values of nodes with@idttrust informations. The aggregation operator shoulisfsat
directly interacting. Aggregation of trust helps to aggiegthe the conditions set for the aggregation [9].
trust value propagated through multiple paths so that desingersonalization and Asymmetry
aggregated decision can be made on the dynamic changedeg property of trust that is important in social networks,
trust. Trust prediction helps to determine the future clanand which has been frequently overlooked in the past, is
in the trust value. In the following we give brief explanatio the personalization of trust. Trust is inherently a persona
about these dynamics. opinion. Two nodes often have very different opinions about
Aggregation: the trustworthiness of the same target node. In additicst bm
Trust aggregation problem consists of aggregating n-tupleodeA by nodeB not necessarily same as the trust on nsde
of observed trust values all belonging to a given set, intol®y nodeA. When we determine the trust of nodes and build a
single trust of the same set. In this setting, an trust aggi@y trust worthy network we need to take care of these properties

operator is simply a function, which assigns a real numiuest tr
value y to any n-tuple observed trust valug ( zs, .. ., z,) V. IMPACT OF NETWORK DYNAMICS ON TRUST DYNAMICS

IV. TRUSTDYNAMICS AND PROPERTIES

A. Trust dynamics

of real numbers In this section we analyse impact of various network dy-
y = Aggre(z1, x2,...,Tn) (2) namics on the trust and behaviour of the wireless network.



Network behavior we mean the information delivery capapbili the altered content. However, the trust of the informatiaym

of the network in terms of quality of information. First westill be very high due to the cooperative gaming of nodes.
will analyze in detail about the various network dynamicatthIn positive sense, the social relationships among the node
can have considerable impact on the trust and behaviordan help them to find the misbehavioural or untrustworthy
the network and then analyses the impact of each parametavdes in a cooperative way. Therefore, the information ean b
in detail. Following are the some of the widely considerediverted from these misbehaviourals nodes while routing or
network dynamics: the information originated from these nodes can be ignored o
Heterogeneity: given less weightage.

Most of the present day wireless networks are collaborativeDespite these high dynamics, the network should operate in
networks and involves nodes of many varieties, differepesy a trustworthy manner. Impacts of these dynamics on the trust
capabilities, specifications and different nations. Theee and network behavior have to be taken care before we design
erogeneity among the nodes brings challenges in constgictthe networks.

unified trust mechanisms and a global trustworthy network.Trust computations in a high dynamic networks:

Mobility: Trust and network dynamics are closely interrelated aretaff
Present days networks are highly mobile for example V2vhe another. For example a node can change the association
networks, tactical networks and mobile adhoc networksr&hewith the neighbor when it finds the trust level of the neighbor
may be a mobility of different types among the nodes in thdrops down. That means the dynamics of the links changes
networks: low mobility (human walking) or high mobility due to trust of the nodes. On the other hand, a node will not
(mobility of sensors mounted on vehicle). There may heust/rely much on its neighbor who is continuously moving.
multiple, mobile command centers and/or combinations @hat is, the dynamics affects the trustworthy factors. Thett
static and mobile centralised authorities. These comioinat relationship is function of the level of dynamisms expected
of mobility makes trust building complicated as the nod&om the neighbors and vice versa. It is important to start
association changes due to mobility and hence the time with some assumption on dynamics modelling. Having the
observation. These things can hammer the trust building amotion of network dynamisms in mind we can determine
establishments. the relationship between network dynamics and trust. Once
Link Stability and Topology: a trustworthiness of the node is found, it can be propagated t
The network composition may significantly change with timéhe network as recommendations so that trust of nodes which
in an unpredictable manner, in various ways: failures gccare more than one hop away can be found at the quickest
nodes may periodically fall asleep to save power, nodes mye using recommendation trust calculations. In a social
be added incrementally during the network evolution, oresodnetwork, a key factor influencing the behavior and decisions
may die off due to energy draining. Topology of the networkf entities is their level of interpersonal trust and progiamn

can change due to these network phenomenons. The neighbbtrust amongst entities in these vast networks. For exampl
hood of node and hence the social relationships change dueeal life, individuals and businesses give referralsisttr

to change in the topology. These change in topology can hgu®pagation) and rely enormously on referrals to determine
adverse effect on the trust relationships. with whom to interact. In a similar way we work on modelling
Environmental Factors: the networks security behavior based on trust and also work o
Physical obstacles of various shapes, size and harshntss irtrust propagations. Network dynamisms in particular nigbil
deployment territory (strips, convex, concave) and typby$- and heterogeneity can be exploited as a method of propggatin
ical/lcommunication, deterministic/stochastic) furtlodostruct trust in the networks. Even combination of many of the
the network links. The environment may be hostile and evelynamisms property can be exploited to establish trust in a
malicious, i.e., security attacks may threaten the indigld quickest time possible in the networks. Different dynamics
devices and the network, introducing adversarial dynawniciaffects the trust and its establishment in the network. This
Even the performance goals of a given network in operatiavill eventually affects the information delivery and hertbe

may change with time because of application-dependence.network behaviors. The positive impact of dynamics on the
Social relationships: trust will enhance the quality of information and hence the
In heterogeneous network social relationships among afsetnetwork behavior. On the other hand the negative impacts
nodes is common. Nodes can form subgroups based on thake network behave poorly. The impact of network dynamics
previous relationships with the good/bad intention in minan the various dynamics is shown in Table. |

Social relationships among the nodes can impact trust. It
can negatively impact the trust rating or positively toor Fo VI. APPLICATION OF TRUST WORTHY NETWORKS
instance, set of nodes can form a sub group and give a veryfrust can be used in many fields in wireless networks for
positive rating about each other to enhance the trust mtifig the successful network operations. We discuss the follgwin
each other. This way the social relationships among nodps hifiree applications with illustrative examples.

them to play a cooperative game to enhance each others trxst. ality of inf . N
Therefore, the information flows through this network neetl n* Quality of information estimation

to be delivered to the right address or it may be delivereti wit In modern days network, information transmissions and
sharing are the essential activities. Information fronfedif



TABLE |
INFLUENCE OF VARIOUS NETWORK DYNAMICS ON THE TRUST DYNAMICS

B. Malicious node detection
Since the nodes are highly dynamic and heterogeneous in

Network | Trust Dynamics . . e
Dynam- Y mobile wireless networks it is common that nodes tend to
ics misbehave purposely or unknowingly. It is critical to detec
| Trust Propagafion] Trust Aggregation| Trust Prediction | and isolate the compromised nodes in order to avoid being
Mobility {‘(")Ob"'ty pm;‘:g']gfe mgb"'tgé’;‘gggﬁgn v'\cg;'(“etx he Y | misled by the falsified information injected by the adveysar
trust  naturally | too. There are| prediction as it| through compromised nodes. However_, _it is challenging to
[10]. The more| more chances| will be difficult | secure the heterogeneous networks efficiently becauseeof th
;"u‘i"gl'("e?’ the more of ~ collecting | to track  the | poor scalability and high communication overhead. However
the propagation of| for aggregation| nodes move away. trus_t e_:valuation sc_hem_es can be used as a natural way td detec
trust. as the mobility malicious nodes in wireless networks [13]. Let us assume
T e NI Z‘S&T?Ziﬁan o To<s| €very node keep monitors the behaviour of the adjacent nodes
density | network is, more| improves  with | the network | @nd report the adjacent node as malicious node When_ever
faster will be the| the node densityl more  samples| the trust level drops below certain level. Now by correlgtin
rust thpg‘)padge?g?t; 2 br:";?/a”a‘:)?éa ﬁ\r/:gié::tt)ilgn he;‘;'e the reports received from many nodes on a given particular
links make the| for aggregation| the  prediction node_, every node can d_etermine an aggregated trus_t and can
information flow | when the network| improves with the| restrict the communication to the node whose trust is below
easier. ﬂggigythé”‘;fg‘f?n network density. | certain level. The low trustworthy node will eventually get
aggregation  will iso_laj[ed and removec_i from the net_v_vqu. The malicious node
be minimal. eviction can be carried out by utilizing clustered topology
Link Link breakage| Link breakage af-| Link breakage af-| \which reduces the communication over head.
break- makes the trust fects the trust ag-| fects the trust pre-|
ages propagation gregation and thel diction too. Be- C. Secured communications
worse. More | error is aggrega-| cause, when the ’
volatile the link | tion may manifest| link breaks it is Trusted network can be used in other security services like
MO ot ore ggg;o fink break- hatd to predict he| - 5 thentication and access control. For instance a trustdbas
propagating  the it is because of access control and authentication for peer-to-peer n&twor
trust information. link volatility or | js proposed in [14]. The proposed authentication procedure
ﬂ:&i;&”(’des be1 works as follows. First, the client sends an authentication

request, containing its ID and public key together with asec
ent sources makes it possible to extract more accurate amtrypted by the hosts public key, to the host. Upon recgivin
complete knowledge and thus support more informed decisithre request, the host checks in its database to see if th# clie
making. However, high quality and trustworthiness of reedi has previously contacted it. If so, there will be some exgsti
information is crucial to the decision makers so that any bigrust information. If the client has not previously conttthe

on the decision can be avoided. For the information to Wst, then the host will create a database entry for it. Thst ho
trustworthy it has to be received from trustworthy sourcethen carries out an authentication protocol based on ths tru
When some information is derived from various data itenfgstory and credentials of the requester.

gathered from multiple sources, it is possible that no dataes

satisfies an evaluators requirement with regard to infdonat VIl
quality, if they are evaluated separately. According to the It is clear that trustworthy networks and computing provide
principle of object trust combination, if the final valuesarf security benefits, if a detailed algorithm is worked out teeta
object calculated by using significantly different methede advantage of it. But trusted computing has been receiveu wit
similar, then the evaluator places higher level of trusthia t cautious so far and remain as a debated area of research. Some

results [11]. Intuitively, different versions of the sameest Of the issues are yet to be addressed, but much of them are
that are calculated in different ways but have similar valu@ppropriate. Trusted computing systems fundamentalr alt
provides “multiple-proofs” towards their correctness. trust relationships. There are many concerns growing i thi
Now let us assume a information is generated by collectiggea of research. Legitimate concerns about trusted camgput
data items from different sources about the same evenhéurtare not limited to one area, such as individual's privacy but
assume that every data item is embedded with the provenafls® to the level of accuracy, computational requiremetuts e
details of the nodes who performed operations on it. Now Though the following set is not complete, we can clearly
once the data items are gathered at the receiver by conglaifentify these important issues which need research focus.
the data items from different paths we can determine thé tr%
levels on the data items and also the nodes who performed _ _ _
operations on it [12]. This data items trustworthiness will !N @ high dynamic networks the network connection may
determine the quality of information generated and hen8&t lost often due to network dynamics. In addition the

eventually help the decision maker to make the Optimuﬁpmmunication itself may get disturbed highly due to wissle
decision. media. Hence the interactions based trust may not be aecurat

and nodes may get victimized for no faults. The interactions

RESEARCH SCOPE

Trust building and convergence in a dynamic networks



itself may not happen so often when the network densitmplementation of trust systems in commercial application
is low and the nodes keep moving. In such a scenario thiwe a strong indication that this is an important area of
secondary recommendations from other nodes can help ®tearch. Trust as a concept has wide variety of adaptations
up the recommended trust. However, the main issue is thed applications, which causes divergence in trust managem
convergence time. How long a node has to wait or how mutérminology. The goal of this paper is to provide wireless
samples are good enough to make a right decision about tregwork designers with multiple perspectives on the conhcep
trustworthiness same time avoid enough damage from tbetrust, an understanding of the properties that should be
malicious node. These relationships have to be worked autnsidered in developing a trust metric, and insights on how
in detail. a trust can be customized to meet the requirements and goals
of the targeted system. The trust metrics can be utilized to
construct a trust worthy networks which can be used in many
applications and security services.

B. Trust computations in cooperative and non-cooperative
environments

Trust computation in a distributed network restricted téyon

local interactions and observations by a individual no&esh )
node, as an autonomous agent, makes the decision on trudihis work was sponsored by the Army Research Laboratory
evaluation individually. The decision is based on inforiort and was accomplished under Cooperative Agreement Number

it has obtained by itself or from its neighbors. Those aSpeé{\lgl1NF-09-2-0053. The views and conclusions contained in
are analogous to situations in statistical mechanics ofpgexn this document are those of the authors and should not be
systems with game theoretic interactions. In this netwérk interpreted as representing the official polices, eithpressed
there is a propagation of trust, then the network may g8fimplied, of the Army Research Laboratory or the U.S. Gov-
attacked easily. For instance a set of malicious nodes gam fde'nment. The U.S Government is authorized to reproduce and

a group and give a positive trust value on each other and plagigtribute reprints for Government purposes notwithstagd
cooperative game. Trust evaluation under a cooperativéngam@ny COpY right notation here on.
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