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ABSTRACT

In recent years, millimeter-wave (mmWave) is becoming a
significant component of the next-generation wireless com-
munication due to its up to 7 Gbps transmission rate. In addi-
tion to the communication benefits, the unique sensing fea-
ture of mmWave attracts more attention. Nowadays, the ser-
vices of human detection and identification are needed in nu-
merous application scenarios, such as smart home and smart
industry. The RF-based sensing techniques, especially WiFi-
based, are widely utilized in human detection and identifi-
cation. However, these work either require humans to carry
devices or cannot detect and identify multiple people simul-
taneously.

In this paper, we propose mmSense, a device-free multi-
persondetection and identification framework, which exploits
the unique mmWave sensing features. First, we utilize the
properties of directionality, impenetrability, and reflection
of 60 GHz signal for objects to fingerprint the environments.
Based on the generated environment fingerprints with and
without human presence, mmSense can detect and localize
the presence of multiple people simultaneously via the LSTM-
based classification model. Moreover, we propose a novel ap-
proach to use humans’ outline profile and vital signs to iden-
tify multiple people by using 60 GHz reflected signals of the
human body. We conduct extensive experiments to demon-
strate the low-cost and effectiveness of our approach.
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1 INTRODUCTION

Nowadays, the broad deployment of the Internet of Things
(IoT) is changing the world and makes human’s lives more
convenient. Human is always the core element considered in
the design of IoT. Human detection and identification are es-
sential functions in IoT applications. For instance, in smart
homes, the detection of human presence enables the automa-
tion of a variety of indoor applications. One typical appli-
cation is that the automatic room temperature adjustment
based on humans’ presence. For the elderly, continuously mon-
itoring theirlocations and behaviors could help to detect some
emergency cases, such as a long stay in the bathroom due
to suddenly falling. For smart building, the detection of hu-
man and estimation of room occupancy is of particular impor-
tance, which can be used to dynamically adjust the heating,
ventilation, and air-conditioning (HVAC) facilities to reduce
energy consumption. However, the existing approaches are
facing many challenges.

First, some works require humans to carry a particular de-
vice to assist the detection of presence. However, it is infeasi-
ble to request everybody to wear such a device at any time in
most scenarios, such as human detection in a shopping mall.
Thus, device-free based solutions, such as WiFi sensing, are
adopted widely to detect humans and even their gestures. But
they either require the human to continuously move to detect
his presence or they need to conduct alot of preliminary mea-
surement and profiling with manual intervention in a strict
controlled-environment.

Furthermore, the current most solutions cannot support
multi-person detection and identification. The channel state
information (CSI) [11, 19] from the WiFi signal can be uti-
lized to detect and identify one single person. However, the
multi-path effect introduced by a complex indoor environ-
ment makes it challenging to establish an accurate model to
distinguish and detect multi-person simultaneously. Other
additional Non-intrusive information, such as electrical en-
ergy demand, water consumption, and various indoor IoT
sensors are used to enhance the accuracy of human presence
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detection [3, 7]. But this also increases the complexity of hu-
man detection and localization and cannot implement the de-
tection in a real-time fashion.

Recently, 60 GHz communication, as the most crucial next-

generation wireless communication technique, is widely adopted

due to its extraordinary data rate (up to 6.7 Gbps). 60 GHz’s
short wavelengthleads to an excellent sensing capability. The
increasingly widespread deployment of mmWave communi-
cation also provides us the feasibility and availability to use
the mmWave for sensing. In this paper, we propose mmSense,
a device-free multi-person detection and identification ap-
proach via mmWave sensing. The contributions of our work
are as follows:

o We use the properties of directionality, impenetrability, re-
flection, and scattering of 60 GHz signal for objects and hu-
man bodies to fingerprint the environments with and with-
out human presence. The designed fingerprinting method
can be done automatically without human intervention.

e Based on the monitored 60 GHz signals and generated fin-
gerprints of environments, mmSense can detect the pres-
ence of multi-person humans and their locations simul-
taneously via the LSTM-based classification model. Our
model can be tuned automatically without the need of pro-
fessional experiences to select the features manually.

e We put forward a novel approach to construct the human
outline and measure the humans’ vital signs via the 60 GHz
reflected signals. We correlate the 60 GHz RSS series with
the measurement of different people’s outlines and vital
signs to identify the humans.

e We design extensive experiments to demonstrate the low-
cost and effectiveness of our human detection and iden-
tification mechanism. Our method can be widely applied
for practical scenarios and facilitate the current research
in both human detection and identification.

2 HUMAN
DETECTION AND IDENTIFICATION

2.1 System overview

In this work, we propose a novel multi-person detection and
identification system. First, the system tries to learn the en-
vironments and construct the fingerprints of environments
with and without human presence. The unique directional-
ity, impenetrability, reflection, and scattering characteristics
of 60 GHz signals for diverse objects and human bodies can
be used to generate the fingerprints. Based on the generated
fingerprints of environments, we use the LSTM-based clas-
sification model to detect the human presence and their lo-
cations. Compared to the traditional WiFi-based localization
fingerprinting, our approach does not need human interven-
tion and can be done automatically. By utilizing environment
segmentation and spatial isolation of the 60 GHz signal, our
system can detect multiple people and their locations simul-
taneously.
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Figure 1: Overview of mmSense

Once we can detect humans’ presences and their locations,
the system will adjust their Tx and Rx beams to the human
body and tried to identify the humans based on the reflected
60 GHz signal from the human body. We propose a novel re-
search direction that uses the human outline and vital signs
to identify humans. The collected reflected RSS series can be
used to construct the human outline and analyze human’s vi-
tal signs, which form the unique feature set to identify the
humans. The procedures our human detection and identifi-
cation are displayed in Figure 1.

2.2 Environment
and human body reflection model

First, we build the reflection model of objects and human bod-
ies, which is used for the generation of environment finger-
prints. For a pair of Transmitter (Tx) and Receiver (Rx), the
path loss PL can be calculated as follows:

4nd
PL=Ld+LRlzzolog(%)+LRl (1)

where Ly and Lg; are the signal attenuation of distance d and
signal reflection loss. The reflection loss Lg; is related to the
reflection coefficient ¢ of objects. We use P,, and Pp, to de-
note the values of reflected (after reflection) and incident (be-
fore reflection) power. Then the Lg; can be calculated as fol-
lows: , 2
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where ¢ = Z—T\/§2/§1 —sin?6. [, A and 0 are the thickness of
the reflecting source, signal wavelength and the incident an-
gle. & and &, represent the permittivities of first and second
transmission medium. ¢, and &) are the Fresnel’s reflection
coefficients [2] when the electric field is perpendicular and
parallel to the incidence plane.

In addition to the reflection, the roughness of object sur-
face may produce scattering effect. Then the incident power
is distributed over the specular direction. The roughness of
an object surface can be determined by the Rayleigh criterion
ash’ =1/(8cos0). The object surface is considered to be rough
if the height h of a given surface is larger than h’, otherwise,




it is smooth. The scattering loss factor ¢; with the standard
deviation of surface height oy will be denoted by:

mopcosd
e = exp| (T2 ) ©
Then the Fresnel reflection coefficients are modified by:
{009 rough = €5 {91,0)} (4)

2.3 Multi-person detection and localization

In this work, we consider a typical indoor mmWave commu-
nication deployment, where there are one Tx and multiple
Rx. The Tx is usually placed in a fixed location and works
as a router. The Rx could be a variety of electronic devices
that request high-speed wireless access, such as the televi-
sion, desktop computer, and camera. Our approach can be
easily extended to multiple Tx if one Tx cannot cover all the
signal transmission areas.

Fingerprints generation. Our goalis to detect multi-person

and obtain their locations. The variation of the reflected sig-
nal from the environment could imply the appearance of hu-
mans. To detect the presence of multi-person, we propose to
segment the environment into different areas. Initially, mm-
Sense system is unacquainted with the environment and does
know nothing. Based on the angle of departure (AoD) of sig-
nalfrom Tx, the environmentis segmented into K fine-grained
areas A ={Ay,...,A,....Ax }. For a specific beam width w,
area Aj can be covered by a beam angle set from the Tx side:

AT = (AT* AT AT (5)
which also corresponds to certain beam sectors of transmis-
sion. For the Rx side, suppose we have M receivers {Ry,...,R .,
...,Ry}. The angel of arrival (AoA) of signal for receiver R,
could be represented as:

AR = (A AR ARy (6)
Then, there are axb transmission paths (beam sectors pairs)
TP between Tx and Rx R,,;:

TP; € BSg* = A7 x AR (7)

Instead of line-of-sight (LOS), we only consider the non-line-
of-sight (NLOS) transmissions paths. The signal variations of
NLOS resulting from the reflection of diverse environmental
surfaces can be used to fingerprint the environments.

According to Equation 1, the received signal strength (RSS)
loss for transmission path TP; could be denoted as:

RSSp." =—PL(d,9,0) (8)
For each path, the RSS may be distinct due to different trans-
mission distance d, reflection coeflicient 3 and incident angle
0.Forthe area Ay, all the transmission paths from K receivers
can be denoted via:

BS7% = (BSg ,...,BSk,, } = {AT* x AR AT ARMY - (9)
In order to capture the spatial and temporal characteristics of
reflected signal from environment, Tx rotates to scan the area
A starting from beam angle Alﬂk to A% Each receiver R,

monitors the reflected signals at an AocA Af"’ and record the

ARm ARm ARm
n; sequential RSS values {RSS;* ,RSS,’ ,...,RSS,! }. We

combine the monitored RSS sequences from multiple AoAs
and build a new RSS sequence:

— ARm ARm

RSS={(RSS™ ,..,RSS"v )me{1,...M}} (10)
Then we obtain a matrix from multiple receivers from R; to
Ry that represents the fingerprints of area Ay:

R, Ry
RSS]l RSSlz RSSIM
;| RSS RSS RSS
F‘ﬂk_ .21 -22 .ZM iE{O,l}
RSSp,1 RSSqa RSSum

The environment may contain humans or not. For an area
Ak, weuse ﬂ}c toindicate that one person appear in this area,
and use ﬂz to indicate the area is empty.

LSTM-based human detection model. If we initially
segment the environment into K areas, we have 2xK labels
that show the state of the areas. We model this problem as
a classification problem by establishing the dependency be-
tween 60 GHz signal fingerprints and the state of different ar-
eas. Therefore, the inputs to the model are RSS matrix F, and
the outputs of the model are the area indexes and their states.

To exploit the spatial and temporal features of the data,
we employ long short-term memory (LSTM) neural network.
Because the LSTM model can retain information across hun-
dreds of time steps, the temporal dependencies of the data can
be exploited. Furthermore, the forward LSTM contextualizes
the current time-step based on those it has seen previously
and is inherently suitable for real-time applications.

Due to the initial fine-grained environment segmentation,
some continuous areas, such as {A;, A;41,...,A;}, may be
covered by one human. Then we can merge these areas into
one new area and re-segment the environments based on
human presence. The automatic environment segmentation
canreduce the cost of training and testing of our LSTM-based
model for the future human detection and localization.

2.4 Human identification

Human identification is an important research direction be-
cause it has relations with many applications in various sce-
narios, such as user authentication in a smart home. There-
fore, after detecting the presence of humans and localizing
their positions, mmSense adjusts its Tx and Rx beams towards
human(s) and tries to identify the humans further.

In this work, we propose to use mmWave sensing tech-
nique to identify humans. The proposed approach can dis-
cover a rich set of human properties, including human out-
line and vital signs. By measuring the reflected signals from
the human body, we can correlate the RSS series and human
properties. Next, we provide the feature set of human prop-
erties and discuss how mmSense uses them for human iden-
tification.

Body surface boundary. The human body can be charac-
terized by multiple dimensions. As shown in Figure 2, the
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shape of a human outline can be reflected by the mutative
body widths in the vertical plane. The typical widths of shoul-
der, bust, waist, and hip for people are different. These val-
ues of widths can be used to build the front view of a hu-
man outline. By exploiting the unique effect of 60 GHz direc-
tionality on signal reflection, we can detect the body surface
boundary. Figure 3 shows that how we measure the widths
for the human body. Within the same plane, when Tx moves
its beam to cover the inside of the body area, the Rx can align
its beam to receive the reflected signals. When Tx moves out-
side the body area, the reflecting medium of the body disap-
pears, and the Rx cannot receive any signals. Thus, based on
the reflected signal, we can find two boundary points that can
be used to compute the width. We could use the same method
tomeasure the body widths in the vertical plane. Then we can
construct the front view of the human body. What we mea-
sure here are not the real body widths. Due to the change
of the distance between the Tx and the human body, the val-
ues may also be different. So we use the scale values among
widths to identify the person.

Body surface curvature. From the side view of body in Fig-
ure 2, we can find the human body surface is curved, either
convex or concave. Figure 4 and 5 shows the reflected signal
of concave and convex body surface. The focal point Tx,yror
can be located via intersecting the reported AoAs. Following
the mirror and lens equations, a surface’s curvature type is
determined by its focal length f:

S S (1)
fodrx drxpi,,
where drx and dry,,,,,., are defined in Figure 4 and 5. The
surface is convex if f >0, concave if f <0and planeif f — oo.
| ] is half of the curvature radius. If Tx sends the signal to
the curved surface, the received reflected signal of Rx will
be diverse with different values of f. We can correlate the
reflected RSS values and f to compute the curvatures of dif-
ferent body areas. These values of curvatures could also be
used to identify the humans.
Vital signs. The vital signs can also be utilized to identify hu-
mans. The research work in [17] shows that we can measure
human’s breathing and heart rates via the reflected 60 GHz
signals. By directing the Tx and Rx beams to the chest, the
tiny chest movements due to the breath and heartbeat can
be reflected by the sequential RSS values. In addition to the
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respiratory rate and heart rate, chest motion patterns from
persons, such as amplitude, are also distinct, which can also
be used to identify humans.

Thebody surface boundary, curvature, and vital signs build
srobust futures set to identify a person. By continually record-
ing the RSS reflected signals from these dimensions, we can
build the fingerprints and use a classical classification algo-
rithm, such as random forest, to classify the humans.

3 EVALUATION

60 GHz sensing platform. We build a customized 60 GHz
sensing platform to conduct the experiments. Figure 6 illus-
trates the key components of the system. At the transmitter
side, a Keysight EXG N5172B signal generator provides 10
MH?z baseband signals. The signals are then up-converted to
60 GHz by the VubIQ 60 GHz front-end. At the receiver side,
the signals are first down-converted to the baseband signals,
then fed to a spectrum analyzer (Keysight EXA N9010A) to
obtain the real-time measurement of the channel’sRSS by cal-
culating the power spectral density distribution. In order to
emulate the electronic phased-array based beam steering, we
deploy programmable motorized rotators at both transmitter
and receiver sides.

Human detection and localization. To prove the effec-
tiveness of our human detection and localization approach,
we select one typical indoor office room and design exten-
sive experiments to evaluate our approach. The layout of the
indoor environment is shown in Figure 7. This indoor envi-
ronment consists of a variety of reflection mediums, such as
wall, conference TV, whiteboard, metal bookshelf, etc. Other
kinds of objects, such as desktop and printer, can also be the
objects to influence the reflected signals. Instead of the disad-
vantages of the complicated environment in WiFi-sensing,
the more complicated environment will increase the accu-
racy of our environment fingerprinting. We show the finger-
prints we describe in Equation 10 of three areas with and
without human presence in Figure 8. Each area is covered by
a sector of angle 40°. From the figure, we can see that sequen-
tial RSS values are distinguishable in human’s presence and
absence scenarios. In Figure 8a, there are two peaks because
the presence of human body extend the reflecting medium
and form the second signal peak. But in Figure 8b, the curve
of RSS variation becomes narrower when a human is present.
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The reason is that this is a corner area, and the human body
blocks part of the second order reflected beams. From Figure
8c, we can see that the fingerprint of this area with human
presence is different from the other two areas, which implies
amore complicated environment.

In order to implement human detection and localization,
we have to prove that the environment with and without
human presence can be fingerprinted. First, we show that
without human presence, the environment is distinguishable.
And then, we can further distinguish the environments with
and withouthuman presence. We split the environment shown
in Figure 7 into 8 areas and collect 35 sequential RSS samples
for each area. Each RSS ample consists of 600 RSS data points
and form the fingerprint of the area. Then we import the data
into the LSTM neural network to train and test and obtain a
classification accuracy of 98.75%, which is displayed in Figure
9a. Further, we collect the fingerprints of the environments
with human presence. We use the fingerprints to determine
in which areas humans are present. Then we can detect the
multi-person human presence and their locations. Figure 9b
displays the confusion matrix for four areas with and with-
out human presence. The classification accuracy can reach
to 97.73%, which also shows the excellent performance of hu-
man detection and localization. Figure 7 shows our approach
finally detects four persons and their locations, which match
the fact that four people sit in the office.

Human identification. Once a human is located, Tx and
Rx adjust their beams towards the human body, and we at-
tempt to identify the person. We conduct some preliminary
experiments to show the effectiveness of our approach. We

propose arich feature set to identify humans. First, we evalu-
ate the vital signs related features. We recruit five volunteers
to assist in our experiments. We make the Tx and Rx towards
these volunteers’ chest and collect 90 samples for each per-
son. Each sample consists of an RSS sequence of 30 seconds.
We process the data using a 12s sliding window and extract 14
statistic features(e.g., mean and std) for each window. Then
we use a random forest classifier to classify the five people
and obtain an accuracy of 93%. The confusion matrix of the
classification is shown in Figure 9c.

Another feature we utilize is the human outline. As shown
in Figure 3, we use the 60 GHz reflection signals to measure
the humanbody’ width. We measure four people’s bust width
and show the monitored RSS sequence in Figure 9d. The marker
[0] displays the left boundary points of four people, which is
the start of the reflected signal. We can see the other four dif-
ferent markersin the feature representing the right boundary
points of different people. The widths of the reflected signal
indicate the chest widths of different people.

Moreover, we want to construct the human outline, not
just the chest width. Figure 9e shows the idea of constructing
the human outline by continuously finding boundary points
of the body. We first scan the body horizontally until the
beam touches the human body(first reflected signal), then
vertically move the TX beam direction and scan horizontally
in the direction opposite to the previous horizontal scan un-
til the TX beam moves out human body (no reflected sig-
nal). The first two boundary points in Figure 9e show this
procedure. We repeat this procedure and scan the human
body along a modified zigzag route. The density of boundary
points determines the granularity of the human body outline.



Fine-grained outline makes high identification accuracy but
also incurs the higher processing overhead. We plan to thor-
oughly explore the relationship between point density, con-
struction cost and identification accuracy in future work.

4 RELATED WORK

In recent years, many research work about algorithms, pro-

tocols, frameworks, and applications [5, 6,9, 15] about mmWave
communication greatly enhance the broad deployment of mmWave

devices. The very short wavelength, high directionality, and
goodreflectivity lead to aunique sensing property of mmWave
signal. [12] harnesses 60 GHz radios to sense the environ-
ment to boost network performance. [18] uses only RSS se-
ries analysis to sense and image an object. Authors in [16]
studies the feasibility of using mmWave to sense sugar con-
tents in fruits. WaveEar [14] can recover the voice by direct-
ing the mmWave signals towards the near-throat region of
the speaker and sensing his/her vocal vibrations. The excel-
lent sensing capabilities of mmWave provide us anew chance
to implement multi-person detection and identification.

In numerous scenarios, such as smart home and smart in-
dustry, detecting human presence, localizing their positions,
and further identifying are the fundamental services for ap-
plications. WiFi radio is widely adopted in human sensing.
[8] detects the human presence via analyzing occurrences
of non-linear correlations among subcarriers. In order to de-
grade multipath effects, [10] tries to pre-process the CSI data
and utilizes the subcarriers’ data that are not affected by mul-
tipath to increase the accuracy of human detection and lo-
calization. The amplitude and phase information of CSI is
also leveraged to detect human’s vital signs and gait pattern
[1, 4, 13] to identify and authenticate users. However, these
methods cannot detect and identify multiple people due to
the strict environment requirement for WiFi sensing. mm-
Sense uses mmWave signal’ high sensitivity to human body
and unique spatial isolation to greatly release the environ-
ment constrains while increasing the human detection and
identification accuracy.

5 CONCLUSION

In this work, we propose mmSense a novel approach that
leverages mmWave sensing to implement human detection
and identification. The traditional methods have a variety of
drawbacks. The visible light imaging system(e.g. cameras)
cannot work in dark or low-light conditions and require mas-
sive computation power. The WiFi-based sensing technique
requires controlled environments and cannot detect multiple
people. mmSense can detect and localize the presences of mul-
tiple people simultaneously by using 60 GHz signals to finger-
print the environments with and without human presence.
Moreover, we propose a novel approach that uses humans’
outline profile and vital signs to identify multiple people by
using 60 GHz reflected signals of the human body. We con-
duct extensive experiments to demonstrate the effectiveness
of our approach.
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